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Abstract

Recently, a cryptosystem based on the analysis of light in the focal area of a high
numerical aperture system has been proposed. A key element in the design of
this device is the selection of the polarization of the input beam. In this paper
we analyze how polarization influences the performance of the encoded message.
In order to avoid attacks and enhance security, the system is assumed to work
in photon-counting illumination conditions.
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1. Introduction

The study of optical systems for security purposes attracts great interest.
In 1994, Javidi and Horner published their seminal paper on optical security
[1]. Since then, the number of papers in the area has been growing year after
year (see, for instance, [2, 3, 4] and references therein). The Double Random
Phase Encoding (DRPE) original approach [5] is based on a 4f system within
the framework of the scalar propagation theory. Later, the use of polarized
light became widespread as more degrees of freedom are added to the cryp-
tosystem [6, 7]. Moreover, the combined use of polarimetric techniques with
pattern recognition methods entitle to address complex problems in security,
including classification or counterfeiting validation [8, 9]. Several authors have
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demonstrated vulnerabilities in DRPE-based systems [10, 11, 12, 13] but ac-
tually, solutions to avoid weakness and possible attacks have been proposed
[14, 15]. In particular, those systems operating in low light conditions have
been demonstrated very efficient and difficult to broke [16, 17] . They are par-
ticularly appropriate in validation applications.

Recently, we proposed a cryptosystem based on the use of highly focused
fields [18]. Despite the fact the optical setup can be complex and difficult
to carry out, focused beams present some advantages that justify their use in
cryptography. Note that fields in the focal area display a non negligible amount
of energy in the direction of propagation of the wave. This component is very
weak and it is completely embedded by the transverse part of the wave. In
[19] we discussed how to encode and encrypt information in the longitudinal
component of the beam. Moreover, if the transverse part of the wave is recorded,
the information encoded can be accessed by means of the Gauss law.

A key element in the design of an optical encryption system based on highly
focused fields is the selection of the polarization of the input beam. The objec-
tive of this paper is to analyze how polarization influences the performance of
these systems. The paper is organized as follows: in section 2 we review basic
concepts in the theory of propagation of light in the focal area and how infor-
mation can be encoded and encrypted in the longitudinal component of a highly
focused beam. In section 3 we study how input polarization (circular, spiral,
radial) affects the transverse and the longitudinal parts of the field. These re-
sults are used to analyze the performance of the encrypted signal. In order to
avoid attacks, it is assumed the systems works in photon-counting illumination
conditions. Finally, the conclusions are presented in section 4.

2. Background: encoding information in the longitudinal domain

The Richards and Wolf equation provides the framework to describe the
vector behaviour of an electromagnetic field E = (E,, Ey, E,) in the focal area
[20]:

6o 27
E(r,¢,0) = A/O /0 Eo (0, ) exp (ikrsinf cos(¢p — ¢))sinfdfdep, (1)

where E, is electromagnetic field at the Gaussian sphere of reference, 6y is
the semi-aperture angle, k is the wavenumber and A is a constant; 6 and ¢,
and r and ¢ are the coordinates at the Gaussian sphere and at the focal plane
respectively. See Figure 1 for details.

E is described as the combination of projections Eg - e; and E - eé of the
input field Eg on the radial (e1) and the azimuthal directions (es), i.e.:

Eoo:\/cosﬂ(Eo-elelJrEO'eéez) ; (2)
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Figure 1: Coordinate systems: left: entrance pupil, center: Gaussian reference sphere, right:
focal plane

where vectors e, ez and e} are described by:

e1(yp) = (—singp, cos ¢,0) (3a)
e3(ip) = (cos p,sin v, 0) (3b)
ex(p,0) = (cos b cos p, cos B sin p, sin §), (3¢)

and the wave-front vector s is defined as:
s = (a, B,7) = (sinf cos @, sin O sin ¢, — cos 0) . (4)

Notice that e;, e; and s form a triad of mutually orthogonal right-handed

system of unit vectors. In particular, E., is normal to the wave-front vector s,

E. -s = 0. Equation (1) can be rewritten in a more compact way using Fourier
transforms. After some algebra, Eq. (1) takes the form (see [21] for details):

Eo

E(xz,y,0) =FTy; | — 5

(5.0:0) = FTyy [ 2] )

where f is the focal length of the microscope objective used to focus the beam,

A is the wavelength and FT stands for the Fourier transform operator. The

subindex Af indicates that spatial frequencies are scaled accordingly. Develop-

ing Eq. (2), the longitudinal component F,. reads:
Eo, = Vcos (Eyy cos ¢ + Egy sinp) sin 6. (6)

Interestingly, this expression provides a constrain between the input field com-
ponents Eg = (Eoz, Eoy,0), and E,. Using Egs. (2) and (5), the longitudinal
component E, of the focused field is written in terms of Ey, and Eo,:

Eog cosp + Egysing = %FT;} [E.]. (7)
This formula shows how the z—component of a focused field is related to the
transverse field distribution of the illuminating beam. We use this equation
to encode information in the longitudinal component E,. This equation is a
necessary condition that has to be fulfilled, but the relationship between FEj,
and Ep, is not set.



Since the longitudinal component cannot be easily isolated by optical means,
E, can be an appropriate container for encoding information. On the other
hand, E, can be accessed numerically using the Gauss law, VE = 0, which is
equivalent to the condition Eo - s = 0. Because [s| = 1, E, can be determined
by using the following equation [22]:

oF T3} [E,] + BFT}E,]
Nz

Encryption is performed as follows. Let ¢ be the message to be encrypted
and M; and Ms two random phase masks. If the signal encoded in the lon-
gitudinal component is equivalent to the obtained using DRPE, then E, =
FTy; [MoFTys[Mt]]. Note that other encoding methods can be used. The
components of the encoded input field (Eg,, EG,,0) are related by means of Eq.

(7):

Vcos 6
sin 0
In order to prevent attacks, the system emulates low light conditions. The
transverse components of the encrypted focused field E¢ and EY are binarized
using the photon counting model [16]. A description of imaging system working
in low light conditions [23] can be found elsewhere [16, 24, 25, 26, 27]. Using
the Poisson law, the binary version of the encrypted x—component reads:

E, =FTyy (8)

EG, cosp + Eg, sinp = MyFT) [ Myt]. (9)

Ee¢ 2
0, if rand(z,y) < exp (—Nplm(fe’y)')
E;ph(xay) = EE(I y) r (10)
2772 " otherwise
B¢ (@, y)]

where NV, is the predetermined number of photon counts in the entire scene and
I¢ is the total irradiance of the encrypted component z (see Eq. 16). Component
E; Ph s obtained using the same approach:

E¢(z,y)|?
0, if rand(x,y) < exp <—Np|y(]ey)>
E¢Ph = y 11
Yy (Z’,y) E;(f,y . ( )
Ty, Otherwise
|Eg (2, y)

Using the correct key My and the Gauss law [8], the decrypted photon-counting
signal signal tP® is obtained [19].

It is worth to point out that encryption in the longitudinal domain could
be implemented in practice using an optical setup capable to produce focused
beams with arbitrary input polarization polarization [28, 29]. A detailed dis-
cussion about a system able of producing encrypted fields in the longitudinal
domain can be found in [19].



3. Input beam polarization selection

Equation (7) connects E, with the components of the input field Fy, and
Ey,. However, it is required to determine how Ejy, and Ey, are related. Accord-
ing to Eq. (7) any polarization state of the input beam can by used, but here we
demonstrate that the performance of the encryption system is dependent on the
design of Eg. We consider circular, spiral and radial polarization. Note that the
azimuthal case cannot be taken into account because the focused field is purely
transverse and no information can be encoded in the longitudinal domain.

3.1. Relationship between the transverse and the longitudinal components

We first analyze how the transverse components behave when information is
encoded in F,. Because F, is calculated from the transverse components F, and
E, using Eq. (8) we provide the formulae for £, and E,. It is straightforward
to derive them by combining Egs. (2) and (5):

Eo. (sin2 © + cos” pcos 0) — Eoy sin p cos p(1 — cosf) = Vcos b FT;f1 [Ez] (12a)

FEo. sin ¢ cos @(cos § — 1) + Eo, (sin® ¢ cos 6 + cos® @) = V/cos 0 FT;f1 [Ey].  (12Db)

Circularly polarized light is the simplest choice for encoding information in
the longitudinal component. In this case, Ey, = iFo, and therefore, using Eq.
(7) the transverse components of the input beam become

cosf

Fo.(E.) = exp(figo)WFT;; [E.] (13a)
. . VcosO
Eo,(E.) = zexp(fzga)WFTA; [E.]. (13b)

A 512x512 pixel image of Lena is used as the plaintext to be encoded in the
longitudinal component. Figures 2(a)- 2(d) shows the polarization map, the
irradiances |E,|? and |E,|?, and the decoded message from the transverse com-
ponents of the focused field. As it was expected, Figs. 2(b) and 2(c) are in-
distinguishable. On top of that, since the components of the focused field are
related by means of the Gauss law, the information provided by the irradiance of
the transverse components resembles the result of a edge-extraction procedure.

When the input field is linearly polarized according to a spiral law
FEoy = —Egy tan(ep + «) (14)

the components of the input field become

vcos 1

Eo(E,) = FT }E, 1
02(Ez) sinf cos p — sin g cot(p + @) Af[ ] (152)
Vcos O 1 -
Eo,(E,) = FT;}[E.]. (15b)

sin@ siny — cos ptan(p + @)



(a)

Figure 2: Information encoded in the longitudinal component using circularly polarized light:
(a) polarization map, (b) |Ez|2, (c) |Ey|? and (d) E.

Since Eq. (14) depends on the parameter «, azimuthal (« = 0) and radial
(o = 7/2) polarizations can be considered special cases of spiral polarization.
Moreover, note that E, = 0 when a = 0 (see Eq. (15a) and (15b)). The
polarization map for @ = 7/3 is depicted in Fig. 3(a). The irradiances of
the z— and y— components are shown in Fig. 3(b) and 3(c) and the decoded
message E, is displayed in 3(d). The results for the radial polarization case
a = 7/2 are presented in Figs. 4(a)-4(d).

(b) ()

Figure 3: Information encoded in the longitudinal component using spirally polarized light:
(a) polarization map, (b) |Ez|?, (c) |Ey|? and (d) E..

Figure 4: Information encoded in the longitudinal component using radially polarized light:
(a) polarization map, (b) |Ez|?, (c) |Ey|? and (d) E.



3.2. Energy of the longitudinal component and photon-counting encryption

The integrated irradiance of the components of the focused field is defined
as

I; = /|Ej|2dajdy withj =z, y, 2. (16)

Figure 5a displays the ratio I,/(I, + I, + Iz) as a function of @. The green
dashed line represents the value corresponding to the circular polarization. The
longitudinal irradiance I, is always very small but radially polarized beams
produce focused fields with the strongest longitudinal component [30, 31].
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Figure 5: (a) Ratio I./(Iz + Iy + I.) as a function of ¢; (b) Coefficient pmax as a function of
a.

The image of Lena is encoded and encrypted on the longitudinal component
[Eq. (9)] and then, the transverse components are recorded in photon counting
conditions [Eq. (10)-(11)]. Figure 5b show the maximum value of the normalized
correlation pyax between ¢ and tPP as function of « for N, =5% and N, = 8%
of the total number of pixels in the scene. It is apparent that the best results
are obtained when the input beam is radially polarized (« = 7/2) because less
photons are required to obtain the same correlation values. For completeness,
correlation for some selected cases are presented in Fig. 6.

4. Concluding remarks

In this paper we analysed the dependence of the encoded signal with the
polarization state of the input beam that illuminates an optical system able to
generate highly focused beams for encryption purposes. When the system works
using quantum image techniques it becomes stronger against attacks. In this
case, the capability to perform successful validation depends on the number of
photon counts. The message is encrypted in the longitudinal component of the
focused field and thus this information is embedded by the transverse part of the
field. For this reason, the use of radially polarized beams is advisable because
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Figure 6: Photon-counting encryption correlation coefficient, N, = 8%: (a) circular polariza-

tion, (b) spiral polarization, (c) radial polarization. N, = 5%: (d) circular polarization, (e)
spiral polarization, (f) radial polarization.

such beams produce more intense longitudinal signals. Consequently, validation
can be performed successfully with less photons that other input polarizations.
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