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Abstract

Background: Mobile health (mHealth) refers to using mobile communication devices such as smartphones to support health,
health care, and public health. mHealth interventions have their own nature and characteristics that distinguish them from traditional
health care interventions, including drug interventions. Thus, randomized controlled trials (RCTs) of mHealth interventions
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present specific methodological challenges. Identifying and overcoming those challenges is essential to determine whether mHealth
interventions improve health outcomes.

Objective: We aimed to identify specific methodological challenges in RCTs testing mHealth interventions’ effects and develop
consensus-based recommendations to address selected challenges.

Methods: A 2-phase participatory research project was conducted. First, we sent a web-based survey to authors of mHealth
RCTs. Survey respondents rated on a 5-point scale how challenging they found 21 methodological aspects in mHealth RCTs
compared to non-mHealth RCTs. Nonsystematic searches until June 2022 informed the selection of the methodological challenges
listed in the survey. Second, a subset of survey respondents participated in an online workshop to discuss recommendations to
address selected methodological aspects identified in the survey. Finally, consensus-based recommendations were developed
based on the workshop discussion and email interaction.

Results: We contacted 1535 authors of mHealth intervention RCTs, of whom 80 (5.21%) completed the survey. Most respondents
(74/80, 92%) identified at least one methodological aspect as more or much more challenging in mHealth RCTs. The aspects
most frequently reported as more or much more challenging were those related to mHealth intervention integrity, that is, the
degree to which the study intervention was implemented as intended, in particular managing low adherence to the mHealth
intervention (43/77, 56%), defining adherence (39/79, 49%), measuring adherence (33/78, 42%), and determining which mHealth
intervention components are used or received by the participant (31/75, 41%). Other challenges were also frequent, such as
analyzing passive data (eg, data collected from smartphone sensors; 24/58, 41%) and verifying the participants’ identity during
recruitment (28/68, 41%). In total, 11 survey respondents participated in the subsequent workshop (n=8, 73% had been involved
in at least 2 mHealth RCTs). We developed 17 consensus-based recommendations related to the following four categories: (1)
how to measure adherence to the mHealth intervention (7 recommendations), (2) defining adequate adherence (2 recommendations),
(3) dealing with low adherence rates (3 recommendations), and (4) addressing mHealth intervention components (5
recommendations).

Conclusions: RCTs of mHealth interventions have specific methodological challenges compared to those of non-mHealth
interventions, particularly those related to intervention integrity. Following our recommendations for addressing these challenges
can lead to more reliable assessments of the effects of mHealth interventions on health outcomes.

(J Med Internet Res 2024;26:e53187) doi: 10.2196/53187
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Introduction

Mobile Health: Concept and Potential Impact
Mobile health (mHealth) refers to using mobile communication
devices, such as smartphones, tablets, or smartwatches, to
support health, health care, and public health [1-3]. An mHealth
app is software incorporated into a mobile device to improve
health, health care services, and research [4]. Due to the pressure
on health systems, there is an urgent need to invest in health
and health systems via effective, feasible, and sustainable
interventions [5,6]. mHealth has the potential to improve health
and health care through different means. One example is apps
that monitor users and collect information, such as exercise,
heart rate, or medication adherence [7]. Other apps support
health care providers in diagnostic procedures or clinical
decision-making for treatments [8]. Finally, mHealth apps can
also deliver health interventions, which is this study’s focus.
Examples are apps to increase medication adherence or provide
psychotherapeutic interventions (eg, cognitive behavioral
therapies) to manage mental and physical health problems
[3,9-14].

Effectiveness of mHealth Interventions: Promising
Results, but High-Quality Randomized Controlled
Trials Are Still Needed
The mHealth market size is rapidly expanding. There are
>350,000 health apps, and the global market will probably grow
by 40% between 2022 and 2030 [15,16]. Developers often
advertise mHealth apps as improving health and well-being,
but sound research should support their claims on the effects
of mHealth interventions on clinical outcomes. However, the
evidence that mHealth interventions can improve health care
processes, change patient behavior, and improve health
outcomes is still uncertain [14,15,17]. Randomized controlled
trials (RCTs) are considered the most rigorous method for
evaluating the efficacy and effectiveness of health interventions
because they minimize bias [18]. Therefore, RCTs are crucial
for generating mHealth evidence and drawing firm conclusions
about mHealth interventions’ effects [19-21].

Specific Methodological Challenges of mHealth
Intervention RCTs: A Potential Barrier for Rigorous
mHealth Research
mHealth interventions have peculiarities that distinguish them
from other health care interventions, such as drug interventions.
For example, mHealth interventions are usually behavioral
interventions that are more complex to define and standardize
than pharmacological interventions [22]. In addition, evaluating
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and reporting mHealth intervention integrity (the degree to
which the study intervention was implemented as intended) in
RCTs can be challenging [23]. A recent systematic review by
Tønning et al [24] outlines key methodological challenges in
conducting RCTs for smartphone-based treatments in psychiatry.
The challenges highlighted include the rapid pace of
technological advancements, which may make interventions
obsolete by the time articles are published. In addition, privacy
and security issues often do not receive the attention they
deserve. Moreover, mHealth RCTs lack consistency in how
adherence to interventions is measured and how primary
outcome measures are selected, making it difficult to compare
results across different RCTs. Challenges related to missing
data and the methods used for statistical analysis further
complicate the assessment of mHealth interventions’ efficacy.
To address these issues, Tønning et al [24] recommend adopting
more flexible trial designs, giving priority to ethical
considerations concerning privacy and security, using
technology for improved adherence tracking, and following
detailed protocols that align with the CONSORT-EHEALTH
(Consolidated Standards of Reporting Trials of Electronic and
Mobile Health Applications and Online Telehealth) guidelines
[25], among other recommendations. Previous findings indicate
that evaluating mHealth intervention effects via RCTs has
specific methodological challenges. Our research is the first to
solicit direct feedback from mHealth researchers on
methodological challenges unique to mHealth RCTs.

A survey and a consensus exercise were chosen for this project
to address the diverse methodological challenges in mHealth
RCTs. Consensus methods allow for the integration of expert
perspectives to produce recommendations. This approach is
essential given the lack of consistent solutions to these

challenges. The goal of the consensus exercise was to develop
recommendations for researchers working in mHealth. The
intended audience is global, with participation from experts
across regions, making the recommendations relevant for both
high- and low-resource settings.

Identifying and overcoming the methodological challenges
specific to RCTs of mHealth interventions (from now on referred
to as mHealth RCTs) can clarify whether mHealth improves
health outcomes. This study had two aims: (1) to identify
specific methodological challenges in RCTs evaluating the
effects of mHealth interventions and (2) to develop
consensus-based recommendations to address selected
methodological challenges in mHealth RCTs.

Methods

Overview
We undertook a 2-phase participatory research study with mixed
methods (quantitative and qualitative; Figure 1). This manuscript
follows the Checklist for Reporting Results of Internet
E-Surveys and the Accurate Consensus Reporting Document
guidelines [26,27]. The study protocol was not registered.

The steering group, which included 4 researchers (CMW, LSW,
JB, and JL-A), defined the project aims, collected potential
methodological challenges of mHealth RCTs, identified the
potential survey respondents, developed the survey, and selected
the workshop participants. JB, an experienced researcher,
facilitated the consensus meeting. The steering group also
analyzed the survey results, summarized participants’comments
during the workshop, and integrated their feedback to generate
this manuscript. No members of the public, patients, or carers
were invited to participate in this study.
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Figure 1. Study phases. EQUATOR: Enhancing the Quality and Transparency of Health Research; mHealth: mobile health; RCT: randomized controlled
trial; WHO: World Health Organization.

Phase 1: Identifying Methodological Challenges
Specific to mHealth RCTs
The study design was a cross-sectional web-based survey.

Survey Items
We created an anonymous open voluntary web-based survey
in English using SoSci Survey (SoSci Survey GmbH). The
survey aimed at identifying methodological challenges specific
to mHealth compared to non-mHealth RCTs. We performed
nonsystematic searches in PubMed and EQUATOR (Enhancing
the Quality and Transparency of Health Research) Network
until June 1, 2022, looking for methodological challenges
potentially relevant to mHealth RCTs (Figure 1; references of
the documents consulted can be downloaded from Multimedia
Appendix 1 [2,3,12,13,15,28-65]). On the basis of consensus,
the steering group chose methodological aspects potentially
specific to mHealth RCTs (initial list available upon request).
The usability and technical functionality of the electronic
questionnaire were tested by the steering group and 2 external
researchers before fielding the questionnaire. The survey was
available from September 23, 2022, to November 22, 2022
(Multimedia Appendix 2).

The first survey section listed 21 candidate methodological
challenges in 5 sections (recruitment, randomization,
intervention integrity, data quality, and data analysis). The
questionnaire consisted of a total of 29 questions distributed
over 6 pages with a maximum of 21 questions per page. The
survey items were not randomized or alternated. Adaptive
questioning (certain items were conditionally displayed based
on responses to other items) was implemented to reduce the

number of items. Participants described how challenging they
found each methodological aspect in mHealth RCTs compared
to non-mHealth RCTs. The response options were ranked on a
5-point scale: “much less challenging,” “less challenging,”
“similar challenges,” “more challenging,” or “much more
challenging.” An “I don’t know” option was also available.
Participants could comment or propose additional challenges.
Another survey section characterized the researchers’ academic
background and experience with mHealth and fully remote
RCTs (recruitment, delivery of the intervention, and evaluation
were conducted online using mobile devices or the internet).
After each section of the questionnaire was filled in, participants
had the opportunity to check for completeness. If any items
were left unanswered, a message would appear to highlight the
missing responses. Completing the missing items was not
mandatory to minimize survey fatigue. Respondents were able
to review and change their answers by clicking on the back
button. Finally, the survey invited the respondents to the online
workshop (participation was optional, and responses were stored
separately).

Survey Sample
The sample frame included a convenience sample of 1535
authors from 1735 mHealth RCTs indexed in Web of Science
(January 1, 2018, to June 17, 2022) who were invited via email
to complete the survey. One invitation email (September 23,
2022) and a reminder (October 14, 2022) outlined the survey’s
purpose, duration, anonymity, funding source, the option to
pause and resume the survey, and who the investigators were.
Participants were encouraged to contact the team with questions.
The email specified that the survey targeted trials evaluating
mHealth interventions, excluding areas such as health
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monitoring or diagnosis. No incentives were offered to
participate. Multimedia Appendix 2 provides the full invitation
email. Participants could complete the survey multiple times as
the survey platform did not restrict submissions to unique
visitors. Cookies were not used to assign a unique user identifier
to each client computer. In addition, IP addresses were not used
to detect potential duplicate entries from the same user, and no
other methods were used to analyze the log file for identifying
multiple submissions.

A librarian (CC-A) designed the search strategy for identifying
mHealth RCTs and obtaining the authors’ contact details
(Multimedia Appendix 3). All survey respondents were required
to confirm their participation in at least one mHealth RCT before
completing the survey.

Survey Analysis
We used descriptive statistics (percentages, means and SDs,
and medians and IQRs) to summarize dichotomous and
quantitative data in narrative and tabular formats. We used R
(R Foundation for Statistical Computing) to conduct statistical
analyses [66]. We reported the proportion of participants who
perceived each methodological aspect as more or much more
challenging for mHealth compared to non-mHealth RCTs.
Individuals who consented to participate but rated <50% of the
listed challenges were excluded. Participants who responded “I
don’t know” or did not respond to a particular item were
excluded from the analysis for that item. There was no time
limit for completing the questionnaire. The results are presented
for the entire survey sample and stratified according to the
researchers’experience (experienced researchers were involved
in more than one mHealth RCT). There were no statistical
corrections to adjust for the nonrepresentative sample. Thematic
analysis was used to group participants’ comments into
overarching categories [67] according to a 5-step process. JL-A

conducted steps 1 to 3 (familiarization with the data, initial
coding, and developing themes according to the topics of the
survey). CMW reviewed and refined the themes in step 4, and
then JL-A and CMW defined and named the themes in step 5.

Phase 2: Developing Consensus-Based
Recommendations to Address Methodological
Challenges in mHealth RCTs
The consensus method involved a consensus meeting, wherein
participants engaged in discussions to reach an agreement.
Recommendations from the workshop were endorsed through
consensus without structured voting [26] (Multimedia Appendix
4).

Online Workshop
A 2-hour online workshop was held with mHealth researchers
via a Zoom session (Zoom Video Communications) and was
recorded with the participants’consent. We invited the 52 survey
respondents who indicated their interest in participating in a
workshop to develop consensus-based recommendations
addressing methodological challenges specific to mHealth RCTs.
The workshop included 4 sessions: (1) introduction of the
participants, (2) project aims and survey results, (3) development
of recommendations to overcome methodological challenges
in mHealth RCTs, and (4) closing remarks. The workshop
focused on 2 topics: mHealth intervention integrity and dealing
methodologically with continuously updated apps (Figure 2).
The first topic was frequently rated as more or much more
challenging by the experienced mHealth researchers in the
survey. The steering group chose to add the second topic for 2
reasons. First, the continuous requirement to update the apps is
also related to mHealth intervention integrity. Second, the topic
aligned with a parallel workshop addressing methodological
challenges in mHealth systematic reviews [68].

Figure 2. Workshop topics. mHealth: mobile health.

Workshop Analysis and Manuscript Feedback Rounds
JL-A and CMW performed a thematic analysis to summarize
the workshop discussions [67] (refer to the steps in Figure 1).
JL-A conducted steps 1 to 3 (familiarization with the data, initial
coding from the transcription, and developing themes). CMW
reviewed and refined the themes in step 4, and then JL-A and

CMW defined and named the themes in step 5. Finally, all
authors collaborated on step 6, organizing the final themes into
a cohesive report, summarizing key insights, recommendations,
and consensus points from the workshop discussions. The survey
results and the workshop recommendations were integrated into
the first manuscript draft, which was emailed to the workshop
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participants. JL-A incorporated their feedback into the final
version of the manuscript.

Ethical Considerations
We submitted the study synopsis to the Kantonale
Ethikkommission (Kanton Zürich), Switzerland. After review,
they stated that the study did not fall under the regulation of the
Human Research Act of Switzerland (Business Administration
System for Ethics Committees Req-2022-00839). The survey
and meeting participants gave their consent to participate via
the SoSci Survey tool. We conducted an anonymous web-based
survey using the SoSci Survey platform hosted by University
Hospital Zurich. Personal details such as names, email addresses,
or IP addresses were not collected. In the final section of the
survey, respondents were invited to participate in an optional
online workshop. The responses to this invitation were stored
in a separate SoSci Survey project. Participants interested in
attending the workshop provided their name, email, and place
of residence, among other details. To ensure privacy and
confidentiality, all data were securely collected and stored at
University Hospital Zurich. In addition, participants’ data were
managed in strict accordance with institutional data protection
policies, ensuring that their privacy was rigorously protected
throughout the research process. Survey participants did not
receive compensation. While workshop participants were not
offered financial compensation, they were given the opportunity

to be coauthors of the manuscript if they met the authorship
criteria.

Results

Survey Results
A total of 80 authors of mHealth RCTs completed the survey.
The completion rate was 40.2% (106/264, corresponding to the
number of people who agreed to participate divided by the
number of visitors). During testing, it consistently took <10
minutes to complete the survey. Furthermore, a similar survey
conducted by our team, which had a comparable number of
items but focused on challenges in systematic reviews of
mHealth interventions [68], took an average of 5 (SD 2) minutes
to complete, with a range of 2 to 11 minutes.

Figure 1 details the reasons for not completing the survey. The
respondents’ academic backgrounds were diverse, and the most
frequent were medicine (24/80, 30%), psychology (20/80, 25%),
and epidemiology (12/80, 15%). Most participants (52/80, 65%)
were experienced mHealth researchers who had conducted ≥2
mHealth RCTs. The survey respondents had been involved in
at least 185 mHealth RCTs. Most trials (56/185, 30.3%) were
conducted in North America and Europe. Few RCTs were
conducted in Africa (7/185, 3.8%) and South or Central America
(4/185, 2.2%; Table 1).
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Table 1. Characteristics of the survey respondents (N=80).

ParticipantsCharacteristic

Academic backgrounda, n (%)

32 (40)Medicine, nursing, or public health

25 (31.3)Psychology or social sciences

12 (15)Epidemiology

7 (8.8)Physiotherapy or sports science

6 (7.5)Biology or neuroscience

4 (5)Nutrition

5 (6.3)Engineering or computer science

21 (26.3)Other backgroundsb

Clinical research experience in addition to mHealthc RCTsd, n (%)

45 (56.3)Evaluation of nonpharmacological interventions

0 (0)Evaluation of pharmacological interventions

12 (15)Evaluation of nonpharmacological and pharmacological interventions

23 (28.8)Other areas (eg, basic research, surveys, and prognosis research)

Experience in mHealth RCTs, n (%)

52 (65)Experienced researchers (≥2 mHealth RCTs)

28 (35)Less experienced researchers (1 mHealth RCT)

49 (61.3)Researchers involved in at least one fully remote mHealth RCTe

Number of mHealth RCTs per respondent

2.3 (1.4)Mean (SD)

2.3 (1-3)Median (IQR)

12 (15)≥5, n (%)

4 (5)4, n (%)

9 (11.3)3, n (%)

27 (33.8)2, n (%)

28 (35)1, n (%)

Location of the survey participants’ mHealth RCTsf (n=185), n (%)

16 (8.6)United States

9 (4.9)The Netherlands

8 (4.3)Australia

7 (3.8)United Kingdom and Canada (each)

6 (3.2)Spain

3 (1.6)China, India, and Uganda (each)

2 (1.1)Finland, France, Iran, Kenya, Malaysia, New Zealand, and Sweden (each)

1 (0.5)Argentina, Brazil, Germany, Guatemala, Hong Kong, Italy, Malawi, Norway, Peru, Portugal, Singapore, South Africa,
South Korea, Switzerland, Taiwan, and Vietnam (each)

9 (11.3)Participants starting an mHealth RCT under the new Medical Device Regulation in Europe (in place since May 2021), n
(%)

a24% (19/80) of the participants had more than one background.
bOther backgrounds (one participant each): behavior science, biostatistics, dentistry, design science, digital health, economics, lifestyle medicine,
mathematics, medical informatics, molecular biology and biochemistry, and statistics.
cmHealth: mobile health.
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dRCT: randomized controlled trial.
eRCT in which the recruitment, intervention delivery, and evaluation were conducted online using mobile devices or the internet.
f3 RCTs took place in more than one country.

Most respondents (74/80, 92%) identified at least one
methodological aspect as more or much more challenging in
mHealth RCTs compared to non-mHealth RCTs. Survey
respondents rated a median of 6 (IQR 4-9) out of 21 aspects as
more or much more challenging (Multimedia Appendix 5). The
methodological aspects most frequently perceived as more or
much more challenging in mHealth RCTs were the following:
managing low adherence to the mHealth intervention (43/77,
56%), defining adherence (39/79, 49%), measuring adherence
(33/78, 42%), analyzing passive data (eg, data collected from

smartphone sensors; 24/58, 41%), determining which active
components of the mHealth intervention are used or received
by the participant (31/75, 41%), and verifying the participants’
identity during recruitment (participants can register more than
once using different identities; 28/68, 41%). In contrast, the
aspects described by the lowest number of respondents as
challenging were analyzing patient-reported outcomes (6/75,
8%) and analyzing clustered data (7/62, 11%; Table 2).
Multimedia Appendix 6 lists additional challenges reported by
the respondents.
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Table 2. Researchers perceiving each methodological aspect as more or much more challenging in mobile health (mHealth) randomized controlled
trials (RCTs) compared to non-mHealth RCTs stratified according to experience in mHealth (N=80).

Absolute difference—experienced
researchers – less experienced re-

searchers (%)b

Less experienced
researchers (n=28),

n/N (%)a

Experienced researchers

(n=52), n/N (%)a
Total sample,
n/N (%)

Challenges in recruitment

–2412/27 (44) c10/51 (20)22/78 (28)Achieving the required sample size

–1412/27 (44)15/50 (30)27/77 (35)Enrolling a representative sample of the
desired trial population

177/23 (30)21/45 (47)28/68 (41)Verifying the participants’ identity dur-
ing recruitment (participants can register
more than once using different identities)

–34/27 (15)6/51 (12)10/78 (13)Implementing the informed consent
procedure

Challenges related to randomization

–67/27 (26)10/49 (20)17/76 (22)Concealing the randomization sequence
during allocation

104/18 (22)12/37 (32)16/55 (29)Including the randomization process on
the app

Challenges related to intervention integrity

–414/27 (52)25/52 (48)39/79 (49)Defining adherence to the mHealth inter-
vention

011/26 (42)22/52 (42)33/78 (42)Measuring adherence to the mHealth in-
tervention

–711/24 (46)20/51 (39)31/75 (41)Determining the active mHealth interven-
tion components used or received by the
participants

613/25 (52)30/52 (58)43/77 (56)Managing low mHealth intervention ad-
herence rates

Challenges related to data quality

010/26 (38)20/52 (38)30/78 (38)A high proportion of participants lost to
follow-up

–97/23 (30)10/47 (21)17/70 (24)Differential follow-up rates between in-
tervention and comparator groups

213/26 (12)17/52 (33)20/78 (26)Suitable outcome measurement instru-
ments for mHealth trials

–1313/27 (48)18/52 (35)31/79 (39)Large amounts of missing data

–58/25 (32)14/51 (27)22/76 (29)Verifying the validity of the data

Challenges in data analysis

–53/20 (15)4/42 (10)7/62 (11)Analyzing clustered data

–35/22 (23)10/50 (20)15/72 (21)Analyzing large amounts of data

–12/23 (9)4/52 (8)6/75 (8)Analyzing patient-reported outcomes (ie,
self-reports)

96/17 (35)18/41 (44)24/58 (41)Analyzing passive data (eg, data collect-
ed from smartphone sensors)

–258/24 (33)4/51 (8)12/75 (16)Analyzing data using repeated measure-
ments across time

–179/22 (41)12/50 (24)21/72 (29)Dealing with large amounts of missing
data

aExperienced mHealth researcher: involved in at least 2 mHealth RCTs. Less experienced mHealth researcher: authored 1 mHealth RCT.
bAbsolute difference: experienced mHealth researchers (percentage) – less experienced mHealth researchers (percentage).
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cItalics represent (1) challenges defined by at least 40% of the participants as more or much more challenging or (2) challenges with an absolute difference
between experienced and less experienced mHealth researchers of >20 percentage points. Participants who responded “I don't know” or did not respond
to a particular item were excluded from the analysis for that item.

Experienced and less experienced researchers’ perceptions did
not differ markedly. However, a higher number of less
experienced researchers considered the following aspects as
more or much more challenging: achieving the required sample
size (12/27, 44% vs 10/51, 20%) and analyzing data using
repeated measurements across time (8/24, 33% vs 4/51, 8%).
On the other hand, more experienced researchers considered

the availability of suitable outcome measurement instruments
for mHealth trials as more or much more challenging (17/52,
33% vs 3/26, 12%).

Online Workshop
In total, 11 mHealth researchers attended the online workshop
(2 hours; February 1, 2023; Table 3). Figure 2 outlines the topics
that guided the discussion during the workshop.

Table 3. Characteristics of the workshop participants (N=11).

Participants, n (%)Characteristic

7 (64)Female participants

Geographical area of residence

4 (36)Europe

2 (18)Switzerland

1 (9)Spain

1 (9)United Kingdom

2 (18)North America

1 (9)Canada

1 (9)United States

2 (18)Africa

1 (9)Kenya

1 (9)Uganda

3 (27)Asia

2 (18)Iran

1 (9)India

Number of mHealtha RCTsb per participant

1 (9)8

1 (9)6

4 (36)3

2 (18)2

3 (27)1

amHealth: mobile health.
bRCT: randomized controlled trial.

Recommendations for Addressing Methodological
Challenges Specific to mHealth RCTs
The following recommendations were agreed upon during the
workshop and refined via email afterward following a qualitative
process.

How to Measure Adherence to the mHealth
Interventions?
Adherence to the intervention is the degree to which the study
participants followed the intervention as intended, that is,
whether the participants performed the planned intervention
and avoided proscribed procedures. Measuring and reporting

adherence in RCTs is essential because a low adherence can
affect the validity and generalizability of the trial results [69].

Recommendation 1: Researchers Should Use a Variety of
Methods to Assess Adherence in mHealth Trials

Several methods can measure adherence in mHealth trials, but
no gold standard exists, and each method has limitations [70].
Thus, adherence in mHealth trials should be estimated from a
triangulation of sources, such as the following:

• Self-report can be used for measuring adherence in mHealth
trials, but this method can provide inaccurate data [71].
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• Information from interviews, focus groups, or surveys
serves to assess the app’s acceptability, check whether the
participants adhered to the planned intervention, or test
whether the participants acquired the minimum knowledge
required for the mHealth intervention to have an effect.

• Direct observation is an accurate way to measure adherence,
but it is also more expensive and time-consuming. This
method is typically only used in small-scale studies and
may not apply to mHealth RCTs.

• Aggregated and anonymous use data collected by the app
(eg, tracking and dashboard mapping) are another option.
Examples are the percentage of participants who opened
the app or the average time spent by the participants on the
app.

• Biomarkers are measurable indicators of a biological
process or condition [72]. Some biomarkers can measure
adherence to mHealth interventions. For example, a study
used a wireless glucometer to measure adherence to diabetes
self-management among patients [73]. However, biomarkers
are not always available or accurate.

Recommendation 2: Future Research Should Inform
Methodological Guidance to Link Adherence Information
Collected Through Different Methods

Methodological guidance is needed to link the adherence
information collected through the interaction between
researchers and participants (eg, via interviews) with aggregated
and anonymous adherence data routinely collected by the app
(not available at the individual level due to privacy issues).
Researchers should try to explain discordant adherence findings
depending on the source. For example, self-declaration by the
user of the time spent on the app may under- or overestimate
the time registered by the app.

Recommendation 3: Adherence Measurement in mHealth
RCTs Should Consider That Interventions Initially
Delivered via the App May Not Require App Engagement
at a Later Stage

Some interventions (eg, relaxation techniques or exercise) may
be initially delivered via the app used in the evaluation.
However, patients may learn to apply the technique alone
without the app. Thus, the app is no longer used (low
adherence), but the main component of the intervention (eg,
relaxation techniques or exercise) is applied. Methodological
guidance to measure adherence in these situations is needed.

Recommendation 4: The Protocol and Consent Form of
mHealth RCTs Should Detail How Adherence Data Will Be
Collected, Managed, and Analyzed

Trial protocols should plan data-sharing activities transparently.
If adherence data will be collected via the app, the purpose of
the data collection and the analysis strategy should be detailed
at the protocol development stage and on the trial consent form.
Use data may contain sensitive personal information. Sharing
and analyzing such data without proper consent and protection
may violate the participants’ privacy rights and expose them to
potential risks.

Recommendation 5: The Trial Team Should Clarify With
the App Developer Whether Data Privacy and Security

Protection Issues Allow for Sharing Participants’ Use Data
Between the App Developer and the Research Team

Data privacy and security protection issues may vary depending
on the country, region, or institution where the trial is conducted.
Different regulations and standards may apply to collecting,
storing, transferring, and analyzing participants’ use data.
Therefore, the trial team and the app developer should comply
with the relevant laws and policies. Moreover, they should agree
on the methods, formats, and frequency of data sharing, as well
as the quality control and verification procedures.

Recommendation 6: The Measurement of mHealth
Intervention Adherence Should Consider the Internet Access
Requirements and Interoperability of the mHealth App

Access to the internet and interoperability should be carefully
considered when measuring adherence to mHealth interventions.
Researchers should differentiate between low adherence due to
individual factors (eg, low app use by the participants because
they did not like the app) or system factors (low app use due to
connectivity difficulties).

Access to the internet is critical for mHealth intervention
integrity as mHealth apps often require an internet connection
to work. If users do not have good internet access, the
functionality of the mHealth intervention can be compromised.
In this line, poor internet access can reduce mHealth intervention
integrity by worsening the app’s functioning and the
participants’ adherence to the intervention.

Interoperability of the app with other software is important as
this factor is related to the app’s technical functioning, user
satisfaction, and adherence. For example, the app may need to
work with other apps, such as calendars, reminders, and sensors,
to provide optimal user experience and support.

Recommendation 7: Adherence Assessment in mHealth
Trials Should Not Apply the Same Approaches Used in Drug
Efficacy Trials

Different approaches are needed to measure adherence to
mHealth interventions, and guidance is needed to tailor the
measurement of adherence in mHealth trials. In this line,
measures from behavior change research might be helpful in
mHealth RCTs. There are critical differences concerning the
assessment of adherence in RCTs of mHealth and drug
interventions.

First, adherence to mHealth interventions has more dimensions
than adherence to drugs. It involves the frequency and duration
of app use, the quality and intensity of engagement, compliance
with behavioral recommendations, and achievement of personal
goals, among other aspects [74,75]. This makes it more
challenging to measure adherence to mHealth interventions.

Second, adherence to mHealth interventions can be affected by
the design and functionality of the app, the feedback and support
provided, and the integration with other health services.
Moreover, mHealth intervention adherence can vary over time
and across contexts depending on the intervention duration,
intensity, and frequency [76-79].

Third, the dose or course of an mHealth intervention can be
adjusted according to the specific characteristics and needs of
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the participants. Consequently, adherence to mHealth
interventions may affect the trial outcomes differently than drug
adherence. For example, some participants may benefit from a
short mHealth intervention, whereas others may need a longer
course to achieve the desired effects [79,80].

Fourth, drug efficacy trials are typically conducted in controlled
contexts, such as hospitals or specific clinical settings. This
allows researchers to tightly control the environment and ensure
that the intervention is delivered as intended. On the other hand,
mHealth interventions are usually evaluated in real-world
contexts (effectiveness), where many factors can affect
adherence, such as access to the internet and technical problems.
Thus, mHealth RCTs should not apply the same methods used
in drug efficacy trials to assess adherence.

Defining Adequate Adherence

Recommendation 8: Predefine the mHealth Intervention
Components Needed to Generate the Expected Intervention
Effect and Measure Adherence Based on Those Components

mHealth interventions are multifaceted, making adherence
measurement challenging. Specifying the critical mHealth
intervention components (must items) and desirable components
(should items) needed to generate the expected effect will help
define what is adequate adherence.

There is no definitive answer to which mHealth intervention
components are needed to generate the expected effects. Some
factors that may contribute to the efficacy or effectiveness of
mHealth interventions are the following: (1) the intervention
intensity (frequency and delivery of the intervention over time);
(2) its patient-centered approach (ie, tailoring the intervention
content and interaction to the specific needs, preferences, and
characteristics of the patients); and (3) their multifactorial
approach, that is, the combination of the mHealth intervention
with existing health systems and services [78,81].

If researchers are involved in designing the app or the mHealth
intervention (rather than only its evaluation), they might consider
conducting a scoping review to inform the logic model that
outlines the components of the mHealth intervention. The
selection of components should be underpinned by either
existing evidence or an explanation for their choice. A logic
model should also define whether the delivery sequence of the
intervention components is a critical factor that can affect the
outcome. If this is the case, the component sequence should
also be considered to judge mHealth intervention integrity.

There is a need for a better description by app developers and
researchers of each component of an mHealth intervention.
Developing a common taxonomy for mHealth interventions
and their components, including the behavioral techniques used,
would help describe mHealth interventions in a standardized
manner.

Recommendation 9: Future Research Should Guide How
to Define Adequate Adherence in mHealth Interventions

There is no definitive answer to how to define adequate
adherence to an mHealth intervention as it depends on the
mHealth intervention itself, the outcome evaluated, the research
aim (efficacy or effectiveness), and the measures of adherence

used. The definition of adequate adherence should be based on
the minimum intervention intensity or dose needed to achieve
a clinically relevant effect. This information should be
underpinned by existing evidence or a theoretical basis and
reflect adherence to all the critical intervention components to
achieve the desired effect.

The current understanding of factors that can either enhance or
hinder adherence to mHealth apps remains limited, largely due
to the fact that most of the underlying studies are pilot studies
with short durations [70]. Future research on mHealth app
adherence should clearly outline the app’s intended use; report
objective data on actual use relative to the intended use; and,
ideally, inform the long-term use and retention of the mHealth
intervention [70].

Dealing With Low Adherence Rates to the mHealth
Intervention

Overview

Adherence in mHealth intervention studies is usually low. A
systematic review including 99 studies of health apps for
preventing or managing noncommunicable diseases indicated
that the mean adherence across all interventions was 56% (range
3%-96%) [70]. Medication adherence in drug trials seems to be
higher, although this aspect is frequently not reported. For
example, a systematic review on medication adherence in RCTs
of patients undergoing dialysis concluded that the mean
medication adherence was 81% and 84% in the intervention
and control arms, respectively [82].

Addressing low adherence rates in trials is essential because
low adherence can reduce statistical power and introduce bias,
particularly by making a potentially efficacious intervention
appear less effective. Consequently, low adherence in mHealth
RCTs can lead to misleading recommendations for patients,
providers, and decision makers [83].

Recommendation 10: Consider Using Strategies to Increase
Adherence in RCTs of mHealth Interventions

Researchers may consider using different strategies to increase
adherence in mHealth RCTs (with the caveats addressed in
recommendation 11). Possible strategies are the following
[84-87]. The first is to provide real-time or regular feedback to
the participants based on their performance, such as
congratulating them for achieving their goals, encouraging them
to improve their adherence, or suggesting tips or strategies to
overcome barriers. The second is to send reminders to the
participants via SMS text messages, voice calls, or push
notifications to help them remember to use the mHealth app.
The third is to apply behavior change techniques to enhance the
participants’ motivation and self-efficacy to adhere to the
mHealth intervention. The fourth is to tailor the mHealth
intervention to the specific needs and preferences of the
participants, such as allowing them to choose the frequency,
timing, content, and format of the messages or feedback or
personalizing the intervention based on their demographic,
clinical, or behavioral characteristics. The fifth is to integrate
the mHealth intervention with the existing health systems and
services, such as ensuring the coordination of the mHealth app
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with health care providers or involving health care providers in
delivering or supporting the intervention.

Recommendation 11: Define the Role of the Strategy to
Increase Adherence to the mHealth Intervention

The trial protocol should specify the function of the strategy to
enhance adherence to the mHealth intervention. Whether this
strategy is an integral part of the mHealth intervention or a
measure implemented merely in the RCT to boost adherence
needs to be determined.

Researchers should be aware that incorporating strategies to
improve adherence in RCTs can bias the study results, especially
in studies with active comparators that did not use these
strategies. Therefore, if one group receives additional strategies
to improve adherence but the other group does not, this could
introduce a performance bias [88]. Furthermore, if the strategy
is not going to be a component of the mHealth intervention in
real-world settings, the adherence observed in the RCT may
not accurately represent adherence in actual settings.
Researchers should carefully consider the ethics of using
incentives to boost adherence in mHealth RCTs. While
incentives are not inherently unethical, ethical concerns
primarily emerge from their large-scale implementation in
real-world scenarios. This is especially true if the incentives are
expensive or challenging to sustain, raising issues regarding
their long-term viability [4,5].

Recommendation 12: Involve Experts in Clinical Trial
Design and Analysis to Handle High Amounts of Missing
Participant Data and Low Adherence to the mHealth
Intervention

Missing participant data, that is, missing outcome data for
participants in a trial, is a common problem in RCTs. Missing
participant data can occur when participants drop out of the
study, fail to complete specific assessments, or are lost to
follow-up [89]. Missing data problems are likely exacerbated
in mHealth RCTs and affect their validity [90]. For example,
early dropouts (recruited participants who did not start using
the intervention) are probably a common and essential issue in
mHealth RCTs [91]. Moreover, as stated previously, low
adherence rates are frequent in mHealth RCTs [70].

mHealth RCTs should involve statisticians and experts in trial
design and analysis to implement appropriate strategies to handle
and analyze high amounts of missing participant data and low
adherence. There is no agreed upon guidance, but the
implemented approach should follow these general principles:
(1) anticipate high amounts of missing participant data in the
sample size calculation, (2) clearly report missing participant
data (numbers and reasons per study arm), (3) conduct the
primary analysis under the most plausible assumption as to why
the data are missing, and (4) conduct sensitivity analyses
considering alternative plausible assumptions to assess the
robustness of the conclusions [89,92]. The importance of
tracking adherence metrics and understanding the factors that
lead to participant dropout should be quantified, analyzed,
discussed, and reported. This also involves examining the
attributes of the subset of participants who remain in the trial
and use the mHealth intervention [91].

Addressing mHealth Intervention Components

Overview

The turnover in mHealth app development is fast. The rate at
which mHealth apps are created, updated, or discontinued by
developers is high. Consequently, obtaining relevant data to
support future research and decision-making can be complex
because critical information about the app (or the version
evaluated in a trial) may no longer be available. However, the
critical set of information that should be shared is still to be
agreed upon.

Recommendation 13: Report the App’s Technical
Specifications and Cost and the Regulations Fulfilled During
Its Development and Evaluation

It is essential to report the technical specifications of the app
evaluated in the trial, such as version, launch date, compatibility
with different devices and operating systems, storage, and
security features. The cost of the app is also important, including
any subscription or in-app purchase fees. All this information
helps assess the accessibility of the app, particularly for
populations with limited financial resources.

mHealth app development is subject to regulations and standards
from different authorities and organizations, such as compliance
with data collection and storage practices and data protection
regulations. Knowing these regulations is vital for future
researchers and app users as they impose specific requirements
and limitations that may affect the apps’ use.

Recommendation 14: App Developers and Researchers
Should Report Users’ Feedback Regarding the mHealth
Intervention

App developers and researchers should report the findings of
user-centered methods used to design or evaluate the mHealth
intervention, for example, focus groups on the app’s usability.
Critical information could include the users’ views on app
functionality, usability, privacy, security, and quality [93]. In
addition, the users’ literacy with the mHealth intervention during
the trial should be reported.

User feedback can provide valuable insights such as the
following to understand the role of each mHealth intervention
component and explain adherence: (1) the processes,
mechanisms, and outcomes of mHealth interventions, which
can help improve their design, implementation, and evaluation;
(2) the strengths and weaknesses of the mHealth intervention,
such as its usability, functionality, acceptability, and
effectiveness, from the perspective of the end users; and (3)
barriers and facilitators that influence the adoption, engagement,
and retention of mHealth interventions. User feedback can
contribute to the knowledge translation of mHealth interventions
by sharing the experiences, opinions, and preferences of the
target population with other researchers and stakeholders
[93-97].

Recommendation 15: Consider Incorporating Scaling
Lessons Learned in the Technology Field Into the mHealth
Intervention Development Process and Evaluation

Traditional health intervention evaluation often relies on lengthy,
static RCTs. However, this method fails to capture the dynamic
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nature of mHealth app development. In contrast, technology
companies such as Amazon use agile online randomized
experiments on a large scale, running hundreds of simultaneous
controlled experiments on millions of users. This approach is
used to launch new products, assess their value, enhance
customer experience, and implement code modifications. A/B
testing is one such method. It is a quick experimentation process
that efficiently evaluates multiple design options using live
environments and real users. Essentially, A/B testing compares
2 versions of a variable to determine which one performs better
[98-100].

Developers and researchers should consider using A/B testing
methods to evaluate the impact of different features of the
mHealth intervention. A/B testing can help identify app
attributes that promote adherence and positive outcomes,
minimize unintended consequences, or predict poor user
experience. This approach can be applied to both major and
minor design choices, such as the placement of icons on the
app. Therefore, mHealth app developers and researchers should
consider the involvement of experts who can analyze large
amounts of data per user, swiftly implement improved versions,
assess the relative impact of the modifications, and then modify
the product for the next round [100]. However, A/B testing
methods can be expensive and require that the individuals
conducting the trial are also able to change targeted aspects of
the software.

Recommendation 16: The Impact of App Updates Should
Be Carefully Considered in RCTs of mHealth Interventions

App updates often include changes to the app’s functionality
and user interface and bug fixes. If some users have updated
versions whereas others do not, it could introduce variability in
data collection and user experience, potentially impacting the
overall findings. For these reasons, mHealth RCTs must handle
app updates carefully to ensure valid and reliable results. This
information will help evaluators, users, and prescribers judge
whether the mHealth intervention has evolved into a different
intervention.

It is important to define the key aspects (a core set of items)
that should be described regarding app updates. Some of these
items for mHealth RCTs may be the following: (1) the version
that was evaluated and whether newer app versions were
implemented during the trial; (2) implemented app updates—key
mHealth intervention components that were modified along the
trial, reasons, and periodicity; and (3) app changes that were
considered major changes (distinguishing between technical
updates and content updates).

The RCT protocol should plan how to manage the app updates,
and the ethics submission should also describe relevant aspects,
such as the app changes that will be communicated to the ethics
committee or the ethical implications of the use of apps that are
not updated. It is also important that researchers and app
developers collaborate and clarify the potential implications of
updating the app for the validity and reliability of the study
results.

Recommendation 17: The RCT Protocol Should Carefully
Choose and Define the Control Intervention

Control conditions in mHealth trials are crucial for establishing
the efficacy of the intervention. Each type of comparator has
its strengths and limitations, and its choice should be carefully
based on the research question, ethical considerations, and the
nature of the mHealth intervention [101,102]. The following
are some types of control conditions that can be used in mHealth
trials.

• Sham control—a control group with a placebo or inactive
treatment. This type of control can be used in mHealth trials
in which the control group might receive a sham app with
no active ingredients.

• Active control—a control group that is given an existing,
proven intervention. This type of control is often used when
it would be unethical to give a placebo, such as when an
effective treatment already exists.

• A/B testing—the control group is another version of a
variable to determine which one performs better
(recommendation 15).

• Waitlist control—a control group that receives the
intervention after the active group has already received it.
This type of control is often used in psychological and
behavioral interventions.

• Attention control—a control group that receives an
intervention that is intended to control for the amount of
attention received by the active group.

• Treatment as usual—a control group that continues to
receive the standard care or treatment as usual while the
experimental group receives the new intervention.

Discussion

Principal Findings
We contacted 1535 authors of mHealth intervention RCTs, of
whom 80 (5.21%) completed the survey. Our research identified
specific methodological challenges in RCTs of mHealth
interventions. The aspects most frequently reported as
challenging were those related to mHealth intervention integrity,
in particular managing low adherence to the mHealth
intervention, defining adherence, measuring adherence, and
determining which mHealth intervention components are used
or received by the participants. Other challenges were also
frequent, such as analyzing passive data and verifying the
participants’ identity during recruitment to the RCT. The
workshop concentrated on the integrity of mHealth
interventions. Following the workshop and subsequent email
discussions, we established 17 consensus-based
recommendations to address selected methodological challenges
related to mHealth intervention integrity.

Strengths and Limitations
Our study has several strengths. First, we likely identified the
main methodological hurdles specific to mHealth RCTs. The
process began with nonsystematic literature searches that
informed the potential challenges listed in the survey.
Interestingly, survey respondents identified only 1
methodological challenge not included in our survey: finding
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a suitable control condition, such as creating a placebo app.
Second, the survey and workshop participants had diverse
experiences, having been involved in 1 to >5 mHealth RCTs
each. This range of expertise allowed our study to encapsulate
the challenges encountered by mHealth researchers with varying
experience levels. Furthermore, the workshop participants were
involved in mHealth RCTs conducted in high- and low-resource
settings, such as the United States, Argentina, Uganda, and Iran.
This diversity probably helped capture the challenges that
researchers face in different contexts. Third, a key strength of
our project was adherence to reporting guidelines for online
surveys and consensus documents. This alignment with best
practices enhanced the credibility and reproducibility of our
work (Multimedia Appendices 7 and 8).

This study has several limitations. First, the low response rate
may have affected the representativeness of the results as
participants may have had a specific interest or experience in
mHealth RCTs. Contributing factors include inoperative emails,
out-of-office replies, the specificity of the topic, and survey
fatigue. Online surveys generally suffer from lower response
rates compared to other methods [103,104]. In our survey,
despite sending reminders and attempting to reach a diverse
pool of researchers, this limitation persisted. Future studies
could use additional strategies such as incentives or targeted
recruitment to improve participation rates.

Second, only 15% (12/80) of the respondents had experience
with both mHealth and non-mHealth interventions, limiting the
survey’s ability to capture the challenges unique to mHealth
RCTs. Including more researchers with experience in both areas
could provide a more comprehensive understanding of these
challenges in future studies.

Third, the study did not account for differences between various
types of mHealth interventions. These interventions vary
significantly, ranging from simple SMS text messaging to
complex, multicomponent apps, each presenting distinct
challenges. This variability may have influenced the findings.
Future research should categorize mHealth interventions to
provide more targeted recommendations for addressing specific
challenges.

Fourth, the complexity of measuring adherence in mHealth
RCTs was not fully explored. Adherence is difficult to measure
due to factors such as user engagement, app use, and internet
access. While adherence was identified as a key challenge, more
research is needed to develop standardized methods for its
measurement. Future studies should also examine how
adherence differs across various types of mHealth interventions
and how it impacts study outcomes.

Comparison With Prior Work
To our knowledge, our survey is the first to ask mHealth
researchers about methodological challenges specific to mHealth
RCTs. Our findings align with those of previous research on
the challenges in mHealth intervention research. A review of
RCTs evaluating the effects of mHealth interventions in chronic
disease management identified the following challenges as the
most important ones: designing high-quality studies, developing
robust interventions in combination with health professional

input, and identifying tools and methods to improve patient
adherence [105]. Another systematic review pinpointed
methodological challenges in RCTs of smartphone-based
interventions in psychiatry. These included the need for flexible
trial designs that can quickly adapt to the fast-evolving nature
of mHealth interventions, privacy and security concerns, the
lack of standardized adherence metrics, and the difficulties in
choosing primary outcomes and handling missing data [24].

Our research advances mHealth methodology by addressing
specific challenges not comprehensively covered in other studies
[24,25,105]. First, we examined intervention integrity,
highlighting the intricacies of defining and measuring adherence
and pointing to the need to define the essential mHealth
intervention components. Second, we spotlighted the challenge
of analyzing passive smartphone sensor data, a significant digital
health issue overlooked in previous research focused on
traditional data analysis challenges. Third, our work underscores
the unmet need for effective digital identity verification in
studies relying on online recruitment, a crucial aspect often
overlooked in previous research in favor of recruitment
strategies and sample size considerations.

Our study sets itself apart from previous research by calling for
a clear definition of mHealth intervention adherence,
emphasizing the need to compare between the actual and
intended use of the intervention against predefined thresholds.
Previous research has broadly addressed mHealth adherence
challenges, noting that poor reporting standards in mHealth
RCTs hinder adherence assessment [24,70,106]. In addition,
our study distinguishes itself from previous research by
advocating for a transparent framework that requires researchers
to predefine the intended use of the mHealth intervention and
choose clear thresholds for adherence evaluation. However, we
recognize our limitation in not offering specific guidelines for
measuring adherence, for example, by proposing adherence
thresholds. Nevertheless, advocating for a transparent and
operative framework to measure mHealth intervention adherence
is a first important step.

Most of the methodological challenges that this study
highlighted are associated with mHealth intervention integrity.
There is no gold standard for measuring adherence in mHealth
trials [70,107]. This construct is challenging to define and
measure in mHealth trials for several reasons. First, mHealth
trials have different factors influencing adherence compared to
drug interventions, such as more diverse participant
characteristics, preferences, and context, such as internet access
[19]. The key difference likely stems from drug interventions
occurring in controlled settings versus mHealth interventions
occurring in real-world settings, which are less controlled and
more variable [8,9]. Second, adherence can be measured at
different trial phases, such as at intervention initiation (when
the participants begin the intervention), during the
implementation period, or at discontinuation (the permanent
cessation of the randomized intervention) [108]. Third, the data
collection sources and methods to measure adherence are
diverse, such as self-reporting, interviews, or electronic tracking
via mobile devices [109]. In this line, adherence definitions and
thresholds can vary, such as the number of uses of the app, the
time spent using the app, or the proportion of participants who
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achieved a certain level of adherence. Fourth, mHealth trials
have different factors influencing adherence compared to drug
interventions, such as more diverse participant characteristics,
preferences, and context (eg, access to the internet network
connectivity) [19].

Consequently, mHealth intervention integrity is seldom
discussed in RCTs, likely due to the absence of universally
accepted definitions and measurements [69]. Furthermore,
existing reporting guidelines do not advise on how to report the
integrity of mHealth interventions [25,110-114], and it remains
uncertain how mHealth intervention integrity information should
be managed by researchers and decision makers. Nevertheless,
mHealth RCTs should strive to assess the integrity of
interventions for each study arm and incorporate these data into

their analyses, possibly using standardized data extraction forms.
In this regard, a quantitative framework for evaluating the
integrity of mHealth interventions could promote uniform
assessment in RCTs. However, this is a complex task as there
is no consensus on the model variables and their respective
weights [69].

Conclusions
RCTs of mHealth interventions have specific methodological
challenges compared to those of non-mHealth interventions,
particularly those related to intervention integrity. Following
our recommendations for addressing these challenges can lead
to more reliable assessments of the effects of mHealth
interventions on health outcomes.

Acknowledgments
The authors thank the survey respondents for their contribution to this research. During the preparation of this work, the authors
used Microsoft Copilot and Grammarly to improve language and readability. After using these tools, the authors reviewed and
edited the content as needed and take full responsibility for the content of the publication. This work was supported by the National
Institutes of Health (2R24AT001293, subaward 020468D). The funding source played no role in the design of this review, its
execution, analysis and interpretation of the data, or the decision to submit the results for publication.

Authors' Contributions
CMW and LSW obtained funding. CMW, LSW, and JL-A defined the project’s aims. CC-A and JL-A designed the searches and
identified mobile health researchers. JL-A performed the narrative review to collect potential methodological challenges of mobile
health randomized controlled trials. CMW, LSW, JB, and JL-A designed the survey. JL-A identified the potential survey
respondents. YY analyzed the survey results. JL-A cross-checked the data analyses. CMW selected the workshop participants
and moderated the workshop. AB, CL, CMW, EL, HR, JB, LA, MRK, PM, SS, and SY participated in the workshop as researchers.
JL-A summarized the workshop discussions and integrated the survey results and the workshop recommendations. JL-A wrote
the first version of this manuscript and incorporated the coauthors’ feedback into the final version. All authors approved the final
manuscript. CMW and LSW are the guarantors of this work.

Conflicts of Interest
CMW has active research grants for digital health projects awarded to the University of Zurich and Charité – Universitätsmedizin
Berlin. These grants are funded by the German Health Care Innovation Fund, Krebsforschung Schweiz, Digitalisierungsinitiative
der Zürcher Hochschulen, and Newsense Lab GmbH. Board positions related to digital health for mind and body (nonpaid) are
as follows: codirector of the Digital Society Initiative of the University of Zurich. JB received honoraria for teaching activities
about digital health interventions. EL owns a patent of an app and is the owner of a company (Hypnalgesics, LLC) as a requirement
for having obtained grant support for its mobile health randomized controlled trial by the National Institutes of Health Small
Business Innovation Research program through the National Center of Complementary and Integrative Health. All other authors
do not have any conflict related to the manuscript’s content.

Multimedia Appendix 1
References of documents on research methods consulted for methodological challenges.
[TXT File , 121 KB-Multimedia Appendix 1]

Multimedia Appendix 2
Invitation email and web-based survey.
[PDF File (Adobe PDF File), 632 KB-Multimedia Appendix 2]

Multimedia Appendix 3
Identification of authors in Web of Science.
[DOCX File , 26 KB-Multimedia Appendix 3]

J Med Internet Res 2024 | vol. 26 | e53187 | p. 16https://www.jmir.org/2024/1/e53187
(page number not for citation purposes)

Lopez-Alcalde et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app1.txt&filename=b2de999f8a9cea646fcda9b7e163eefd.txt
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app1.txt&filename=b2de999f8a9cea646fcda9b7e163eefd.txt
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app2.pdf&filename=b9c330758facc94878f2fb72dd44a7d3.pdf
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app2.pdf&filename=b9c330758facc94878f2fb72dd44a7d3.pdf
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app3.docx&filename=3bf72ae35ef7ffbd90c40ba9bba20d61.docx
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app3.docx&filename=3bf72ae35ef7ffbd90c40ba9bba20d61.docx
http://www.w3.org/Style/XSL
http://www.renderx.com/


Multimedia Appendix 4
Workshop slides.
[PDF File (Adobe PDF File), 739 KB-Multimedia Appendix 4]

Multimedia Appendix 5
Survey dataset.
[XLSX File (Microsoft Excel File), 557 KB-Multimedia Appendix 5]

Multimedia Appendix 6
Additional challenges.
[DOCX File , 41 KB-Multimedia Appendix 6]

Multimedia Appendix 7
Checklist for Reporting Results of Internet E-Surveys.
[DOCX File , 22 KB-Multimedia Appendix 7]

Multimedia Appendix 8
Checklist for Accurate Consensus Reporting Document guidelines.
[DOCX File , 36 KB-Multimedia Appendix 8]

References

1. Global diffusion of eHealth: making universal health coverage achievable: report of the third global survey on eHealth.
World Health Organization. URL: https://www.who.int/publications/i/item/9789241511780 [accessed 2024-04-29]

2. mHealth: new horizons for health through mobile technologies: second global survey on eHealth. World Health Organization.
2011. URL: https://iris.who.int/handle/10665/44607 [accessed 2024-04-29]

3. Shaping Europe's digital future: mHealth. European Commission. 2020. URL: https://tinyurl.com/4jm9jhfk [accessed
2024-12-29]

4. Morse SS, Murugiah MK, Soh YC, Wong TW, Ming LC. Mobile health applications for pediatric care: review and
comparison. Ther Innov Regul Sci. May 2018;52(3):383-391. [doi: 10.1177/2168479017725557] [Medline: 29714538]

5. Schofield P, Chambers S. Effective, clinically feasible and sustainable: key design features of psycho-educational and
supportive care interventions to promote individualised self-management in cancer care. Acta Oncol. May 2015;54(5):805-812.
[doi: 10.3109/0284186X.2015.1010016] [Medline: 25813474]

6. World health statistics 2023: monitoring health for the SDGs, sustainable development goals. World Health Organization.
2023. URL: https://www.who.int/publications/i/item/9789240074323 [accessed 2024-04-29]

7. Enricho Nkhoma D, Jenya Soko C, Joseph Banda K, Greenfield D, Li YJ, Iqbal U. Impact of DSMES app interventions
on medication adherence in type 2 diabetes mellitus: systematic review and meta-analysis. BMJ Health Care Inform. Apr
2021;28(1):e100291. [FREE Full text] [doi: 10.1136/bmjhci-2020-100291] [Medline: 33853862]

8. Funnell EL, Spadaro B, Martin-Key N, Metcalfe T, Bahn S. mHealth solutions for mental health screening and diagnosis:
a review of app user perspectives using sentiment and thematic analysis. Front Psychiatry. Apr 27, 2022;13:857304. [FREE
Full text] [doi: 10.3389/fpsyt.2022.857304] [Medline: 35573342]

9. Barth J, Wang J, Lopez-Alcalde J, Kramm C, Pach D, Álvarez-Díaz N, et al. Smartphone-RCCT: an online repository of
randomized controlled clinical trials of smartphone applications for chronic conditions. Trials. Oct 27, 2022;23(1):909.
[FREE Full text] [doi: 10.1186/s13063-022-06849-x] [Medline: 36303168]

10. Aemissegger V, Lopez-Alcalde J, Witt CM, Barth J. Comparability of patients in trials of eHealth and face-to-face
psychotherapeutic interventions for depression: meta-synthesis. J Med Internet Res. Sep 14, 2022;24(9):e36978. [FREE
Full text] [doi: 10.2196/36978] [Medline: 36103217]

11. Nolte E, McKee M. Caring for People with Chronic Conditions: A Health System Perspective: A Health System Perspective.
New York, NY. Open University Press; 2008.

12. EU mHealth hub project - horizon 2020. World Health Organization. URL: https://tinyurl.com/44sha2p4 [accessed
2024-12-23]

13. Green paper on mobile Health ("mHealth"). European Commission. 2014. URL: https://tinyurl.com/t5zfbykh [accessed
2024-12-29]

14. Rowland SP, Fitzgerald JE, Holme T, Powell J, McGregor A. What is the clinical value of mHealth for patients? NPJ Digit
Med. 2020;3:4. [FREE Full text] [doi: 10.1038/s41746-019-0206-x] [Medline: 31970289]

15. Digital Health Trends 2021: innovation, evidence, regulation, and adoption. IQVIA. URL: https://tinyurl.com/f98ev8hk
[accessed 2024-04-29]

J Med Internet Res 2024 | vol. 26 | e53187 | p. 17https://www.jmir.org/2024/1/e53187
(page number not for citation purposes)

Lopez-Alcalde et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app4.pdf&filename=7793678c81d03f21b082e8a29ee63059.pdf
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app4.pdf&filename=7793678c81d03f21b082e8a29ee63059.pdf
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app5.xlsx&filename=558b7e8777cc02563cbbbe3798a5e3bd.xlsx
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app5.xlsx&filename=558b7e8777cc02563cbbbe3798a5e3bd.xlsx
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app6.docx&filename=369c735283f54cf79873ed5e573dac8a.docx
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app6.docx&filename=369c735283f54cf79873ed5e573dac8a.docx
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app7.docx&filename=eb48fb66483a770828db476c4ae55ffb.docx
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app7.docx&filename=eb48fb66483a770828db476c4ae55ffb.docx
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app8.docx&filename=f928e30fd83c1e364723c20cf24d74da.docx
https://jmir.org/api/download?alt_name=jmir_v26i1e53187_app8.docx&filename=f928e30fd83c1e364723c20cf24d74da.docx
https://www.who.int/publications/i/item/9789241511780
https://iris.who.int/handle/10665/44607
https://eufordigital.eu/wp-content/uploads/2020/04/communication-shaping-europes-digital-future-feb2020_en_4.pdf
http://dx.doi.org/10.1177/2168479017725557
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29714538&dopt=Abstract
http://dx.doi.org/10.3109/0284186X.2015.1010016
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25813474&dopt=Abstract
https://www.who.int/publications/i/item/9789240074323
https://informatics.bmj.com/lookup/pmidlookup?view=long&pmid=33853862
http://dx.doi.org/10.1136/bmjhci-2020-100291
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33853862&dopt=Abstract
https://europepmc.org/abstract/MED/35573342
https://europepmc.org/abstract/MED/35573342
http://dx.doi.org/10.3389/fpsyt.2022.857304
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35573342&dopt=Abstract
https://trialsjournal.biomedcentral.com/articles/10.1186/s13063-022-06849-x
http://dx.doi.org/10.1186/s13063-022-06849-x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36303168&dopt=Abstract
https://www.jmir.org/2022/9/e36978/
https://www.jmir.org/2022/9/e36978/
http://dx.doi.org/10.2196/36978
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36103217&dopt=Abstract
https://www.who.int/initiatives/behealthy/our-work/horizon-2020
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52014DC0219
https://doi.org/10.1038/s41746-019-0206-x
http://dx.doi.org/10.1038/s41746-019-0206-x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31970289&dopt=Abstract
https://www.iqvia.com/insights/the-iqvia-institute/reports-and-publications/reports/digital-health-trends-2021
http://www.w3.org/Style/XSL
http://www.renderx.com/


16. mHealth apps market. Fortune Business Insights. URL: https://tinyurl.com/36yyp6y5 [accessed 2024-09-19]
17. Marcolino MS, Oliveira JA, D'Agostino M, Ribeiro AL, Alkmim MB, Novillo-Ortiz D. The impact of mHealth interventions:

systematic review of systematic reviews. JMIR Mhealth Uhealth. Jan 17, 2018;6(1):e23. [FREE Full text] [doi:
10.2196/mhealth.8873] [Medline: 29343463]

18. Deeks JJ, Dinnes J, D'Amico R, Sowden AJ, Sakarovitch C, Song F, International Stroke Trial Collaborative Group, et al.
European Carotid Surgery Trial Collaborative Group. Evaluating non-randomised intervention studies. Health Technol
Assess. 2003;7(27):iii-x, 1. [FREE Full text] [doi: 10.3310/hta7270] [Medline: 14499048]

19. Russell L, Pascoe MC, Seymour JF, Aranda S, Butow P, Gough K, et al. The trials and tribulations of conducting an m-health
pilot randomized controlled trial to improve oral cancer therapy adherence: recommendations for future multisite, non-drug
clinical trials. BMC Res Notes. Apr 15, 2019;12(1):226. [FREE Full text] [doi: 10.1186/s13104-019-4264-6] [Medline:
30987685]

20. Kitsiou S, Paré G, Jaana M, Gerber B. Effectiveness of mHealth interventions for patients with diabetes: an overview of
systematic reviews. PLoS One. 2017;12(3):e0173160. [FREE Full text] [doi: 10.1371/journal.pone.0173160] [Medline:
28249025]

21. Lyons N, Cooper C, Lloyd-Evans B. A systematic review and meta-analysis of group peer support interventions for people
experiencing mental health conditions. BMC Psychiatry. Jun 23, 2021;21(1):315. [FREE Full text] [doi:
10.1186/s12888-021-03321-z] [Medline: 34162340]

22. Glasgow RE, Lichtenstein E, Marcus AC. Why don't we see more translation of health promotion research to practice?
Rethinking the efficacy-to-effectiveness transition. Am J Public Health. Aug 2003;93(8):1261-1267. [doi:
10.2105/ajph.93.8.1261] [Medline: 12893608]

23. Ginsburg LR, Hoben M, Easterbrook A, Anderson RA, Estabrooks CA, Norton PG. Fidelity is not easy! challenges and
guidelines for assessing fidelity in complex interventions. Trials. May 29, 2021;22(1):372. [FREE Full text] [doi:
10.1186/s13063-021-05322-5] [Medline: 34051830]

24. Tønning ML, Kessing LV, Bardram JE, Faurholt-Jepsen M. Methodological challenges in randomized controlled trials on
smartphone-based treatment in psychiatry: systematic review. J Med Internet Res. Oct 27, 2019;21(10):e15362. [FREE
Full text] [doi: 10.2196/15362] [Medline: 31663859]

25. Eysenbach G, CONSORT-EHEALTH Group. CONSORT-EHEALTH: improving and standardizing evaluation reports of
web-based and mobile health interventions. J Med Internet Res. Dec 31, 2011;13(4):e126. [FREE Full text] [doi:
10.2196/jmir.1923] [Medline: 22209829]

26. Gattrell WT, Logullo P, van Zuuren EJ, Price A, Hughes EL, Blazey P, et al. ACCORD (ACcurate COnsensus reporting
document): a reporting guideline for consensus methods in biomedicine developed via a modified Delphi. PLoS Med. Jan
2024;21(1):e1004326. [FREE Full text] [doi: 10.1371/journal.pmed.1004326] [Medline: 38261576]

27. Eysenbach G. Improving the quality of web surveys: the checklist for reporting results of internet e-surveys (CHERRIES).
J Med Internet Res. Sep 29, 2004;6(3):e34. [FREE Full text] [doi: 10.2196/jmir.6.3.e34] [Medline: 15471760]

28. Ahmed B, Dannhauser T, Philip N. A systematic review of reviews to identify key research opportunities within the field
of eHealth implementation. J Telemed Telecare. Apr 27, 2018;25(5):276-285. [FREE Full text] [doi:
10.1177/1357633x18768601]

29. Aji M, Gordon C, Stratton E, Calvo RA, Bartlett D, Grunstein R, et al. Framework for the design engineering and clinical
implementation and evaluation of mHealth apps for sleep disturbance: systematic review. J Med Internet Res. Feb 17,
2021;23(2):e24607. [FREE Full text] [doi: 10.2196/24607] [Medline: 33595441]

30. Alfawzan N, Christen M, Spitale G, Biller-Andorno N. Privacy, data sharing, and data security policies of women's mHealth
apps: scoping review and content analysis. JMIR Mhealth Uhealth. May 06, 2022;10(5):e33735. [FREE Full text] [doi:
10.2196/33735] [Medline: 35522465]

31. Arthurs N, Tully L, O'Malley G, Browne S. Usability and engagement testing of mHealth apps in paediatric obesity: a
narrative review of current literature. Int J Environ Res Public Health. Jan 27, 2022;19(3):22. [FREE Full text] [doi:
10.3390/ijerph19031453] [Medline: 35162470]

32. Asthana S, Jones R, Sheaff R. Why does the NHS struggle to adopt eHealth innovations? A review of macro, meso and
micro factors. BMC Health Serv Res. Dec 21, 2019;19(1):984. [FREE Full text] [doi: 10.1186/s12913-019-4790-x] [Medline:
31864370]

33. Bender JL, Yue RY, To MJ, Deacken L, Jadad AR. A lot of action, but not in the right direction: systematic review and
content analysis of smartphone applications for the prevention, detection, and management of cancer. J Med Internet Res.
Dec 23, 2013;15(12):e287. [FREE Full text] [doi: 10.2196/jmir.2661] [Medline: 24366061]

34. THE digital health ecosystem: an in-depth examination of the players and tech trends reshaping the future of healthcare.
Business Insider India. 2018. URL: https://tinyurl.com/2ppbzeyn [accessed 2024-04-29]

35. Cao W, Milks MW, Liu X, Gregory ME, Addison D, Zhang P, et al. mHealth interventions for self-management of
hypertension: framework and systematic review on engagement, interactivity, and tailoring. JMIR Mhealth Uhealth. Mar
02, 2022;10(3):e29415. [FREE Full text] [doi: 10.2196/29415] [Medline: 35234655]

36. Chib A, Lin SH. Theoretical advancements in mHealth: a systematic review of mobile apps. J Health Commun.
2018;23(10-11):909-955. [FREE Full text] [doi: 10.1080/10810730.2018.1544676] [Medline: 30449261]

J Med Internet Res 2024 | vol. 26 | e53187 | p. 18https://www.jmir.org/2024/1/e53187
(page number not for citation purposes)

Lopez-Alcalde et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://www.fortunebusinessinsights.com/mhealth-apps-market-102020
https://mhealth.jmir.org/2018/1/e23/
http://dx.doi.org/10.2196/mhealth.8873
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29343463&dopt=Abstract
http://www.journalslibrary.nihr.ac.uk/hta/hta7270
http://dx.doi.org/10.3310/hta7270
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=14499048&dopt=Abstract
https://bmcresnotes.biomedcentral.com/articles/10.1186/s13104-019-4264-6
http://dx.doi.org/10.1186/s13104-019-4264-6
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30987685&dopt=Abstract
https://dx.plos.org/10.1371/journal.pone.0173160
http://dx.doi.org/10.1371/journal.pone.0173160
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28249025&dopt=Abstract
https://bmcpsychiatry.biomedcentral.com/articles/10.1186/s12888-021-03321-z
http://dx.doi.org/10.1186/s12888-021-03321-z
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34162340&dopt=Abstract
http://dx.doi.org/10.2105/ajph.93.8.1261
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=12893608&dopt=Abstract
https://trialsjournal.biomedcentral.com/articles/10.1186/s13063-021-05322-5
http://dx.doi.org/10.1186/s13063-021-05322-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34051830&dopt=Abstract
https://www.jmir.org/2019/10/e15362/
https://www.jmir.org/2019/10/e15362/
http://dx.doi.org/10.2196/15362
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31663859&dopt=Abstract
https://www.jmir.org/2011/4/e126/
http://dx.doi.org/10.2196/jmir.1923
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22209829&dopt=Abstract
https://dx.plos.org/10.1371/journal.pmed.1004326
http://dx.doi.org/10.1371/journal.pmed.1004326
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=38261576&dopt=Abstract
https://www.jmir.org/2004/3/e34/
http://dx.doi.org/10.2196/jmir.6.3.e34
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=15471760&dopt=Abstract
https://doi.org/10.1177/1357633x18768601
http://dx.doi.org/10.1177/1357633x18768601
https://www.jmir.org/2021/2/e24607/
http://dx.doi.org/10.2196/24607
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33595441&dopt=Abstract
https://mhealth.jmir.org/2022/5/e33735/
http://dx.doi.org/10.2196/33735
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35522465&dopt=Abstract
https://www.mdpi.com/resolver?pii=ijerph19031453
http://dx.doi.org/10.3390/ijerph19031453
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35162470&dopt=Abstract
https://bmchealthservres.biomedcentral.com/articles/10.1186/s12913-019-4790-x
http://dx.doi.org/10.1186/s12913-019-4790-x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31864370&dopt=Abstract
https://www.jmir.org/2013/12/e287/
http://dx.doi.org/10.2196/jmir.2661
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24366061&dopt=Abstract
https://www.businessinsider.in/the-digital-health-ecosystem-an-in-depth-examination-of-the-players-and-tech-trends-reshaping-the-future-of-healthcare/articleshow/69419737.cms
https://mhealth.jmir.org/2022/3/e29415/
http://dx.doi.org/10.2196/29415
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35234655&dopt=Abstract
https://doi.org/10.1080/10810730.2018.1544676
http://dx.doi.org/10.1080/10810730.2018.1544676
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30449261&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


37. Davies AM, Mueller J. Developing Medical Apps and mHealth Interventions: A Guide for Researchers, Physicians and
Informaticians. Cham, Switzerland. Springer; 2020.

38. Summary report on the public consultation on the green paper on mobile health. European Commission. URL: https:/
/digital-strategy.ec.europa.eu/en/library/summary-report-public-consultation-green-paper-mobile-health [accessed 2024-04-29]

39. Flemyng E, Moore TH, Boutron I, Higgins JP, Hróbjartsson A, Nejstgaard CH, et al. Using risk of Bias 2 to assess results
from randomised controlled trials: guidance from Cochrane. BMJ Evid Based Med. Aug 24, 2023;28(4):260-266. [doi:
10.1136/bmjebm-2022-112102] [Medline: 36693715]

40. Gold SM, Enck P, Hasselmann H, Friede T, Hegerl U, Mohr D, et al. Control conditions for randomised trials of behavioural
interventions in psychiatry: a decision framework. Lancet Psychiatry. Sep 2017;4(9):725-732. [FREE Full text] [doi:
10.1016/S2215-0366(17)30153-0] [Medline: 28396067]

41. Gordon WJ, Landman A, Zhang H, Bates DW. Beyond validation: getting health apps into clinical practice. NPJ Digit
Med. 2020;3:14. [FREE Full text] [doi: 10.1038/s41746-019-0212-z] [Medline: 32047860]

42. Higgins JP, Altman DG, Gøtzsche PC, Jüni P, Moher D, Oxman AD, Cochrane Bias Methods Group, et al. Cochrane
Statistical Methods Group. The Cochrane Collaboration's tool for assessing risk of bias in randomised trials. BMJ. Oct 18,
2011;343(oct18 2):d5928. [FREE Full text] [doi: 10.1136/bmj.d5928] [Medline: 22008217]

43. Hróbjartsson A, Boutron I, Turner L, Altman DG, Moher D, Cochrane Bias Methods Group. Assessing risk of bias in
randomised clinical trials included in Cochrane reviews: the why is easy, the how is a challenge. Cochrane Database Syst
Rev. Apr 30, 2013;2013(4):ED000058. [FREE Full text] [doi: 10.1002/14651858.ED000058] [Medline: 23728703]

44. Igelström E, Campbell M, Craig P, Katikireddi SV. Cochrane's risk of bias tool for non-randomized studies (ROBINS-I)
is frequently misapplied: a methodological systematic review. J Clin Epidemiol. Dec 2021;140:22-32. [FREE Full text]
[doi: 10.1016/j.jclinepi.2021.08.022] [Medline: 34437948]

45. Jokinen A, Stolt M, Suhonen R. Ethical issues related to eHealth: an integrative review. Nurs Ethics. Mar 2021;28(2):253-271.
[FREE Full text] [doi: 10.1177/0969733020945765] [Medline: 32930041]

46. Jørgensen L, Paludan-Müller AS, Laursen DR, Savović J, Boutron I, Sterne JA, et al. Evaluation of the Cochrane tool for
assessing risk of bias in randomized clinical trials: overview of published comments and analysis of user practice in Cochrane
and non-Cochrane reviews. Syst Rev. May 10, 2016;5(1):80. [FREE Full text] [doi: 10.1186/s13643-016-0259-8] [Medline:
27160280]

47. Kulkarni P, Kirkham R, McNaney R. Opportunities for smartphone sensing in e-health research: a narrative review. Sensors
(Basel). May 20, 2022;22(10):A. [FREE Full text] [doi: 10.3390/s22103893] [Medline: 35632301]

48. Marcano Belisario JS, Huckvale K, Greenfield G, Car J, Gunn L. Smartphone and tablet self management apps for asthma.
Cochrane Database Syst Rev. Nov 27, 2013;2013(11):CD010013. [FREE Full text] [doi: 10.1002/14651858.CD010013.pub2]
[Medline: 24282112]

49. Masterson Creber RM, Maurer MS, Reading M, Hiraldo G, Hickey KT, Iribarren S. Review and analysis of existing mobile
phone apps to support heart failure symptom monitoring and self-care management using the mobile application rating
scale (MARS). JMIR Mhealth Uhealth. Jun 14, 2016;4(2):e74. [FREE Full text] [doi: 10.2196/mhealth.5882] [Medline:
27302310]

50. Morgan RL, Thayer KA, Santesso N, Holloway AC, Blain R, Eftim SE, et al. Evaluation of the risk of bias in non-randomized
studies of interventions (ROBINS-I) and the 'target experiment' concept in studies of exposures: rationale and preliminary
instrument development. Environ Int. Nov 2018;120:382-387. [FREE Full text] [doi: 10.1016/j.envint.2018.08.018] [Medline:
30125855]

51. Murray E, Hekler EB, Andersson G, Collins LM, Doherty A, Hollis C, et al. Evaluating digital health interventions: key
questions and approaches. Am J Prev Med. Nov 2016;51(5):843-851. [FREE Full text] [doi: 10.1016/j.amepre.2016.06.008]
[Medline: 27745684]

52. Murray E, Khadjesari Z, White IR, Kalaitzaki E, Godfrey C, McCambridge J, et al. Methodological challenges in online
trials. J Med Internet Res. Apr 03, 2009;11(2):e9. [FREE Full text] [doi: 10.2196/jmir.1052] [Medline: 19403465]

53. Nahm ES, Bausell B, Resnick B, Covington B, Brennan PF, Mathews R, et al. Online research in older adults: lessons
learned from conducting an online randomized controlled trial. Appl Nurs Res. Nov 2011;24(4):269-275. [FREE Full text]
[doi: 10.1016/j.apnr.2009.09.004] [Medline: 20974077]

54. Evidence standards framework for digital health technologies. National Institute for Health and Care Excellence (NICE).
URL: https://tinyurl.com/yc7kh2uh [accessed 2024-04-29]

55. Noura M, Rahmani A, Jahanfar S, Ellis UM. Mobile phone text messaging for the prevention of sexually transmitted
infections. Cochrane Database Syst Rev. 2019;(10):CD013454. [FREE Full text] [doi: 10.1002/14651858.cd013454]

56. Perepletchikova F. On the topic of treatment integrity. Clin Psychol (New York). Jun 2011;18(2):148-153. [FREE Full
text] [doi: 10.1111/j.1468-2850.2011.01246.x] [Medline: 21769167]

57. Perepletchikova F, Hilt LM, Chereji E, Kazdin AE. Barriers to implementing treatment integrity procedures: survey of
treatment outcome researchers. J Consult Clin Psychol. Apr 2009;77(2):212-218. [FREE Full text] [doi: 10.1037/a0015232]
[Medline: 19309181]

J Med Internet Res 2024 | vol. 26 | e53187 | p. 19https://www.jmir.org/2024/1/e53187
(page number not for citation purposes)

Lopez-Alcalde et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://digital-strategy.ec.europa.eu/en/library/summary-report-public-consultation-green-paper-mobile-health
https://digital-strategy.ec.europa.eu/en/library/summary-report-public-consultation-green-paper-mobile-health
http://dx.doi.org/10.1136/bmjebm-2022-112102
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36693715&dopt=Abstract
https://doi.org/10.1016/S2215-0366(17)30153-0
http://dx.doi.org/10.1016/S2215-0366(17)30153-0
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28396067&dopt=Abstract
https://doi.org/10.1038/s41746-019-0212-z
http://dx.doi.org/10.1038/s41746-019-0212-z
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32047860&dopt=Abstract
https://boris.unibe.ch/id/eprint/7356
http://dx.doi.org/10.1136/bmj.d5928
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22008217&dopt=Abstract
https://europepmc.org/abstract/MED/23728703
http://dx.doi.org/10.1002/14651858.ED000058
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23728703&dopt=Abstract
https://linkinghub.elsevier.com/retrieve/pii/S0895-4356(21)00267-5
http://dx.doi.org/10.1016/j.jclinepi.2021.08.022
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34437948&dopt=Abstract
https://journals.sagepub.com/doi/abs/10.1177/0969733020945765?url_ver=Z39.88-2003&rfr_id=ori:rid:crossref.org&rfr_dat=cr_pub  0pubmed
http://dx.doi.org/10.1177/0969733020945765
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32930041&dopt=Abstract
https://systematicreviewsjournal.biomedcentral.com/articles/10.1186/s13643-016-0259-8
http://dx.doi.org/10.1186/s13643-016-0259-8
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27160280&dopt=Abstract
https://www.mdpi.com/resolver?pii=s22103893
http://dx.doi.org/10.3390/s22103893
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35632301&dopt=Abstract
https://europepmc.org/abstract/MED/24282112
http://dx.doi.org/10.1002/14651858.CD010013.pub2
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24282112&dopt=Abstract
https://mhealth.jmir.org/2016/2/e74/
http://dx.doi.org/10.2196/mhealth.5882
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27302310&dopt=Abstract
https://europepmc.org/abstract/MED/30125855
http://dx.doi.org/10.1016/j.envint.2018.08.018
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30125855&dopt=Abstract
https://europepmc.org/abstract/MED/27745684
http://dx.doi.org/10.1016/j.amepre.2016.06.008
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27745684&dopt=Abstract
https://www.jmir.org/2009/2/e9/
http://dx.doi.org/10.2196/jmir.1052
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=19403465&dopt=Abstract
https://europepmc.org/abstract/MED/20974077
http://dx.doi.org/10.1016/j.apnr.2009.09.004
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20974077&dopt=Abstract
https://www.nice.org.uk/about/what-we-do/our-programmes/evidence-standards-framework-for-digital-health-technologies
https://doi.org/10.1002/14651858.Cd013454
http://dx.doi.org/10.1002/14651858.cd013454
https://europepmc.org/abstract/MED/21769167
https://europepmc.org/abstract/MED/21769167
http://dx.doi.org/10.1111/j.1468-2850.2011.01246.x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21769167&dopt=Abstract
https://doi.org/10.1037/a0015232
http://dx.doi.org/10.1037/a0015232
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=19309181&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


58. Perepletchikova F, Treat TA, Kazdin AE. Treatment integrity in psychotherapy research: analysis of the studies and
examination of the associated factors. J Consult Clin Psychol. Dec 2007;75(6):829-841. [doi: 10.1037/0022-006X.75.6.829]
[Medline: 18085901]

59. Savović J, Weeks L, Sterne JA, Turner L, Altman DG, Moher D, et al. Evaluation of the Cochrane Collaboration's tool for
assessing the risk of bias in randomized trials: focus groups, online survey, proposed recommendations and their
implementation. Syst Rev. Apr 15, 2014;3:37. [FREE Full text] [doi: 10.1186/2046-4053-3-37] [Medline: 24731537]

60. Schünemann HJ, Cuello C, Akl EA, Mustafa RA, Meerpohl JJ, Thayer K, et al. GRADE Working Group. GRADE guidelines:
18. How ROBINS-I and other tools to assess risk of bias in nonrandomized studies should be used to rate the certainty of
a body of evidence. J Clin Epidemiol. Jul 2019;111:105-114. [FREE Full text] [doi: 10.1016/j.jclinepi.2018.01.012]
[Medline: 29432858]

61. Varshney U, Singh N, Bourgeois AG, Dube SR. Review, Assess, Classify, and Evaluate (RACE): a framework for studying
m-health apps and its application for opioid apps. J Am Med Inform Assoc. Jan 29, 2022;29(3):520-535. [FREE Full text]
[doi: 10.1093/jamia/ocab277] [Medline: 34939117]

62. Vis C, Bührmann L, Riper H, Ossebaard HC. Health technology assessment frameworks for eHealth: a systematic review.
Int J Technol Assess Health Care. Apr 16, 2020;36(3):204-216. [FREE Full text] [doi: 10.1017/s026646232000015x]

63. Wang Y, Min J, Khuri J, Xue H, Xie B, A Kaminsky L, et al. Effectiveness of mobile health interventions on diabetes and
obesity treatment and management: systematic review of systematic reviews. JMIR Mhealth Uhealth. Apr 28,
2020;8(4):e15400. [FREE Full text] [doi: 10.2196/15400] [Medline: 32343253]

64. Wolf JA, Moreau JF, Akilov O, Patton T, English 3rd JC, Ho J, et al. Diagnostic inaccuracy of smartphone applications
for melanoma detection. JAMA Dermatol. Apr 2013;149(4):422-426. [FREE Full text] [doi:
10.1001/jamadermatol.2013.2382] [Medline: 23325302]

65. Yeaton WH, Sechrest L. Critical dimensions in the choice and maintenance of successful treatments: strength, integrity,
and effectiveness. J Consult Clin Psychol. Apr 1981;49(2):156-167. [FREE Full text] [doi: 10.1037//0022-006x.49.2.156]
[Medline: 7217482]

66. R Core Team. R: a language and environment for statistical computing. R Foundation for Statistical Computing. URL:
https://www.R-project.org/; [accessed 2024-04-29]

67. Kuckartz U. Qualitative text analysis: a systematic approach. In: Kaiser G, Presmeg N, editors. Compendium for Early
Career Researchers in Mathematics Education. Cham, Switzerland. Springer; 2019:181-197.

68. Lopez-Alcalde J, Susan Wieland L, Barth J, Grainger R, Baxter N, Heron N, et al. Methodological challenges in systematic
reviews of mHealth interventions: survey and consensus-based recommendations. Int J Med Inform. Apr 2024;184:105345.
[doi: 10.1016/j.ijmedinf.2024.105345] [Medline: 38309237]

69. Lopez-Alcalde J, Yakoub N, Wolf M, Munder T, von Elm E, Flückiger C, et al. The RIPI-f (reporting integrity of
psychological interventions delivered face-to-face) checklist was developed to guide reporting of treatment integrity in
face-to-face psychological interventions. J Clin Epidemiol. Nov 2022;151:65-74. [FREE Full text] [doi:
10.1016/j.jclinepi.2022.07.013] [Medline: 35926822]

70. Jakob R, Harperink S, Rudolf AM, Fleisch E, Haug S, Mair JL, et al. Factors influencing adherence to mHealth apps for
prevention or management of noncommunicable diseases: systematic review. J Med Internet Res. May 25, 2022;24(5):e35371.
[FREE Full text] [doi: 10.2196/35371] [Medline: 35612886]

71. Thompson D, Mackay T, Matthews M, Edwards J, Peters NS, Connolly SB. Direct adherence measurement using an
ingestible sensor compared with self-reporting in high-risk cardiovascular disease patients who knew they were being
measured: a prospective intervention. JMIR Mhealth Uhealth. Jun 12, 2017;5(6):e76. [FREE Full text] [doi:
10.2196/mhealth.6998] [Medline: 28606895]

72. Biomarker. Multiple Sclerosis Australia. URL: https://www.msaustralia.org.au/glossary/biomarker/ [accessed 2024-04-29]
73. Kleinman NJ, Shah A, Shah S, Phatak S, Viswanathan V. Improved medication adherence and frequency of blood glucose

self-testing using an m-Health platform versus usual care in a multisite randomized clinical trial among people with type
2 diabetes in India. Telemed J E Health. Sep 2017;23(9):733-740. [doi: 10.1089/tmj.2016.0265] [Medline: 28328396]

74. Haldane V, Koh JJ, Srivastava A, Teo KW, Tan YG, Cheng RX, et al. User preferences and persona design for an mHealth
intervention to support adherence to cardiovascular disease medication in Singapore: a multi-method study. JMIR Mhealth
Uhealth. May 28, 2019;7(5):e10465. [FREE Full text] [doi: 10.2196/10465] [Medline: 31140445]

75. Payne HE, Lister C, West JH, Bernhardt JM. Behavioral functionality of mobile apps in health interventions: a systematic
review of the literature. JMIR Mhealth Uhealth. Feb 26, 2015;3(1):e20. [doi: 10.2196/mhealth.3335] [Medline: 25803705]

76. Straw C, Sanchez-Antelo V, Kohler R, Paolino M, Viswanath K, Arrossi S. Implementation and scaling-up of an effective
mHealth intervention to increase adherence to triage of HPV-positive women (ATICA study): perceptions of health
decision-makers and health-care providers. BMC Health Serv Res. Jan 18, 2023;23(1):47. [FREE Full text] [doi:
10.1186/s12913-023-09022-5] [Medline: 36653775]

77. Mao Y, Lin W, Wen J, Chen G. Impact and efficacy of mobile health intervention in the management of diabetes and
hypertension: a systematic review and meta-analysis. BMJ Open Diabetes Res Care. Sep 2020;8(1):e001225. [FREE Full
text] [doi: 10.1136/bmjdrc-2020-001225] [Medline: 32988849]

J Med Internet Res 2024 | vol. 26 | e53187 | p. 20https://www.jmir.org/2024/1/e53187
(page number not for citation purposes)

Lopez-Alcalde et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://dx.doi.org/10.1037/0022-006X.75.6.829
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=18085901&dopt=Abstract
https://systematicreviewsjournal.biomedcentral.com/articles/10.1186/2046-4053-3-37
http://dx.doi.org/10.1186/2046-4053-3-37
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24731537&dopt=Abstract
https://europepmc.org/abstract/MED/29432858
http://dx.doi.org/10.1016/j.jclinepi.2018.01.012
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29432858&dopt=Abstract
https://europepmc.org/abstract/MED/34939117
http://dx.doi.org/10.1093/jamia/ocab277
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34939117&dopt=Abstract
https://doi.org/10.1017/s026646232000015x
http://dx.doi.org/10.1017/s026646232000015x
https://mhealth.jmir.org/2020/4/e15400/
http://dx.doi.org/10.2196/15400
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32343253&dopt=Abstract
https://europepmc.org/abstract/MED/23325302
http://dx.doi.org/10.1001/jamadermatol.2013.2382
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23325302&dopt=Abstract
https://doi.org/10.1037//0022-006x.49.2.156
http://dx.doi.org/10.1037//0022-006x.49.2.156
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=7217482&dopt=Abstract
https://www.R-project.org/;
http://dx.doi.org/10.1016/j.ijmedinf.2024.105345
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=38309237&dopt=Abstract
https://linkinghub.elsevier.com/retrieve/pii/S0895-4356(22)00186-X
http://dx.doi.org/10.1016/j.jclinepi.2022.07.013
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35926822&dopt=Abstract
https://www.jmir.org/2022/5/e35371/
http://dx.doi.org/10.2196/35371
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35612886&dopt=Abstract
https://mhealth.jmir.org/2017/6/e76/
http://dx.doi.org/10.2196/mhealth.6998
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28606895&dopt=Abstract
https://www.msaustralia.org.au/glossary/biomarker/
http://dx.doi.org/10.1089/tmj.2016.0265
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28328396&dopt=Abstract
https://mhealth.jmir.org/2019/5/e10465/
http://dx.doi.org/10.2196/10465
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31140445&dopt=Abstract
http://dx.doi.org/10.2196/mhealth.3335
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25803705&dopt=Abstract
https://bmchealthservres.biomedcentral.com/articles/10.1186/s12913-023-09022-5
http://dx.doi.org/10.1186/s12913-023-09022-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36653775&dopt=Abstract
https://drc.bmj.com/lookup/pmidlookup?view=long&pmid=32988849
https://drc.bmj.com/lookup/pmidlookup?view=long&pmid=32988849
http://dx.doi.org/10.1136/bmjdrc-2020-001225
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32988849&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


78. Xiong S, Berkhouse H, Schooler M, Pu W, Sun A, Gong E, et al. Effectiveness of mHealth interventions in improving
medication adherence among people with hypertension: a systematic review. Curr Hypertens Rep. Aug 07, 2018;20(10):86.
[doi: 10.1007/s11906-018-0886-7] [Medline: 30088110]

79. Li Y, Guo Y, Hong YA, Zeng Y, Monroe-Wise A, Zeng C, et al. Dose-response effects of patient engagement on health
outcomes in an mHealth intervention: secondary analysis of a randomized controlled trial. JMIR Mhealth Uhealth. Jan 04,
2022;10(1):e25586. [FREE Full text] [doi: 10.2196/25586] [Medline: 34982724]

80. Karing C, Beelmann A. Evaluating the implementation and effectiveness of a low-dose mindfulness-based intervention in
a student sample: a randomized controlled trial. Mindfulness. Apr 01, 2021;12(6):1438-1450. [doi:
10.1007/S12671-021-01613-9]

81. Gandapur Y, Kianoush S, Kelli HM, Misra S, Urrea B, Blaha MJ, et al. The role of mHealth for improving medication
adherence in patients with cardiovascular disease: a systematic review. Eur Heart J Qual Care Clin Outcomes. Oct 01,
2016;2(4):237-244. [FREE Full text] [doi: 10.1093/ehjqcco/qcw018] [Medline: 29474713]

82. Murali KM, Mullan J, Chen JH, Roodenrys S, Lonergan M. Medication adherence in randomized controlled trials evaluating
cardiovascular or mortality outcomes in dialysis patients: a systematic review. BMC Nephrol. Jan 31, 2017;18(1):42. [FREE
Full text] [doi: 10.1186/s12882-017-0449-1] [Medline: 28143438]

83. Mo Y, Lim C, Watson JA, White NJ, Cooper BS. Non-adherence in non-inferiority trials: pitfalls and recommendations.
BMJ. Jul 01, 2020;370:m2215. [FREE Full text] [doi: 10.1136/bmj.m2215] [Medline: 32611541]

84. Lee JA, Choi M, Lee SA, Jiang N. Effective behavioral intervention strategies using mobile health applications for chronic
disease management: a systematic review. BMC Med Inform Decis Mak. Feb 20, 2018;18(1):12. [FREE Full text] [doi:
10.1186/s12911-018-0591-0] [Medline: 29458358]

85. Whittaker R, McRobbie H, Bullen C, Rodgers A, Gu Y. Mobile phone-based interventions for smoking cessation. Cochrane
Database Syst Rev. Apr 10, 2016;4(4):CD006611. [FREE Full text] [doi: 10.1002/14651858.CD006611.pub4] [Medline:
27060875]

86. Arshed M, Mahmud AB, Minhat HS, Ying LP, Umer MF. Effectiveness of mHealth interventions in medication adherence
among patients with cardiovascular diseases: a systematic review. Diseases. Mar 01, 2023;11(1):25. [FREE Full text] [doi:
10.3390/diseases11010041] [Medline: 36975590]

87. Bond Z, Scanlon T, Judah G. Systematic review of RCTs assessing the effectiveness of mHealth interventions to improve
statin medication adherence: using the behaviour-change technique taxonomy to identify the techniques that improve
adherence. Healthcare (Basel). Sep 28, 2021;9(10):1282. [FREE Full text] [doi: 10.3390/healthcare9101282] [Medline:
34682962]

88. Higgins JT, Chandler J, Cumpston M, Li T, Page M, Welch VA. Cochrane Handbook for Systematic Reviews of Interventions.
Version 6.5. Hoboken, NJ. Wiley-Blackwell; 2023.

89. Akl EA, Shawwa K, Kahale LA, Agoritsas T, Brignardello-Petersen R, Busse JW, et al. Reporting missing participant data
in randomised trials: systematic survey of the methodological literature and a proposed guide. BMJ Open. Dec 30,
2015;5(12):e008431. [FREE Full text] [doi: 10.1136/bmjopen-2015-008431] [Medline: 26719310]

90. Linardon J, Fuller-Tyszkiewicz M. Attrition and adherence in smartphone-delivered interventions for mental health problems:
a systematic and meta-analytic review. J Consult Clin Psychol. Jan 2020;88(1):1-13. [doi: 10.1037/ccp0000459] [Medline:
31697093]

91. Eysenbach G. The law of attrition. J Med Internet Res. Mar 31, 2005;7(1):e11. [FREE Full text] [doi: 10.2196/jmir.7.1.e11]
[Medline: 15829473]

92. Cro S, Morris TP, Kahan BC, Cornelius VR, Carpenter JR. A four-step strategy for handling missing outcome data in
randomised trials affected by a pandemic. BMC Med Res Methodol. Aug 12, 2020;20(1):208. [FREE Full text] [doi:
10.1186/s12874-020-01089-6] [Medline: 32787782]

93. Haggag O, Grundy J, Abdelrazek M, Haggag S. A large scale analysis of mHealth app user reviews. Empir Softw Eng.
2022;27(7):196. [FREE Full text] [doi: 10.1007/s10664-022-10222-6] [Medline: 36246486]

94. Seiterö A, Thomas K, Löf M, Müssener U. Exploring the black box of an mHealth intervention (LIFE4YOUth): a qualitative
process and outcome evaluation of end-user engagement. Int J Environ Res Public Health. Oct 28, 2022;19(21):14022.
[FREE Full text] [doi: 10.3390/ijerph192114022] [Medline: 36360903]

95. Barsky J, Hunter R, McAllister C, Yeates K, Campbell N, Liu P, et al. Analysis of the implementation, user perspectives,
and feedback from a mobile health intervention for individuals living with hypertension (DREAM-GLOBAL): mixed
methods study. JMIR Mhealth Uhealth. Dec 09, 2019;7(12):e12639. [FREE Full text] [doi: 10.2196/12639] [Medline:
31815678]

96. Schroé H, Crombez G, De Bourdeaudhuij I, Van Dyck D. Investigating when, which, and why users stop using a digital
health intervention to promote an active lifestyle: secondary analysis with a focus on health action process approach-based
psychological determinants. JMIR Mhealth Uhealth. Jan 31, 2022;10(1):e30583. [FREE Full text] [doi: 10.2196/30583]
[Medline: 35099400]

97. Quanbeck A. Using stakeholder values to promote implementation of an evidence-based mobile health intervention for
addiction treatment in primary care settings. JMIR Mhealth Uhealth. Jun 07, 2019;7(6):e13301. [FREE Full text] [doi:
10.2196/13301] [Medline: 31237841]

J Med Internet Res 2024 | vol. 26 | e53187 | p. 21https://www.jmir.org/2024/1/e53187
(page number not for citation purposes)

Lopez-Alcalde et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://dx.doi.org/10.1007/s11906-018-0886-7
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30088110&dopt=Abstract
https://mhealth.jmir.org/2022/1/e25586/
http://dx.doi.org/10.2196/25586
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34982724&dopt=Abstract
http://dx.doi.org/10.1007/S12671-021-01613-9
https://europepmc.org/abstract/MED/29474713
http://dx.doi.org/10.1093/ehjqcco/qcw018
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29474713&dopt=Abstract
https://www.biomedcentral.com/1471-2369/18/42
https://www.biomedcentral.com/1471-2369/18/42
http://dx.doi.org/10.1186/s12882-017-0449-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28143438&dopt=Abstract
https://www.bmj.com/lookup/pmidlookup?view=long&pmid=32611541
http://dx.doi.org/10.1136/bmj.m2215
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32611541&dopt=Abstract
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-018-0591-0
http://dx.doi.org/10.1186/s12911-018-0591-0
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29458358&dopt=Abstract
https://europepmc.org/abstract/MED/27060875
http://dx.doi.org/10.1002/14651858.CD006611.pub4
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27060875&dopt=Abstract
https://www.mdpi.com/resolver?pii=diseases11010041
http://dx.doi.org/10.3390/diseases11010041
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36975590&dopt=Abstract
https://www.mdpi.com/resolver?pii=healthcare9101282
http://dx.doi.org/10.3390/healthcare9101282
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34682962&dopt=Abstract
https://bmjopen.bmj.com/lookup/pmidlookup?view=long&pmid=26719310
http://dx.doi.org/10.1136/bmjopen-2015-008431
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26719310&dopt=Abstract
http://dx.doi.org/10.1037/ccp0000459
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31697093&dopt=Abstract
https://www.jmir.org/2005/1/e11/
http://dx.doi.org/10.2196/jmir.7.1.e11
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=15829473&dopt=Abstract
https://bmcmedresmethodol.biomedcentral.com/articles/10.1186/s12874-020-01089-6
http://dx.doi.org/10.1186/s12874-020-01089-6
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32787782&dopt=Abstract
https://europepmc.org/abstract/MED/36246486
http://dx.doi.org/10.1007/s10664-022-10222-6
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36246486&dopt=Abstract
https://www.mdpi.com/resolver?pii=ijerph192114022
http://dx.doi.org/10.3390/ijerph192114022
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36360903&dopt=Abstract
https://mhealth.jmir.org/2019/12/e12639/
http://dx.doi.org/10.2196/12639
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31815678&dopt=Abstract
https://mhealth.jmir.org/2022/1/e30583/
http://dx.doi.org/10.2196/30583
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35099400&dopt=Abstract
https://mhealth.jmir.org/2019/6/e13301/
http://dx.doi.org/10.2196/13301
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31237841&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


98. Kohavi R, Tang D, Xu Y, Hemkens LG, Ioannidis JP. Online randomized controlled experiments at scale: lessons and
extensions to medicine. Trials. Feb 07, 2020;21(1):150. [FREE Full text] [doi: 10.1186/s13063-020-4084-y] [Medline:
32033614]

99. Ron K, Stefan T. The surprising power of online experiments. Harvard Business Review. 2017. URL: https://hbr.org/2017/
09/the-surprising-power-of-online-experiments [accessed 2024-09-20]

100. Austrian J, Mendoza F, Szerencsy A, Fenelon L, Horwitz LI, Jones S, et al. Applying A/B testing to clinical decision
support: rapid randomized controlled trials. J Med Internet Res. Apr 09, 2021;23(4):e16651. [FREE Full text] [doi:
10.2196/16651] [Medline: 33835035]

101. Priebe JA, Toelle TR. Is there a right control condition in mHealth trials? A critical view on pain medicine. NPJ Digit Med.
2019;2:107. [FREE Full text] [doi: 10.1038/s41746-019-0184-z] [Medline: 31701021]

102. Goldberg SS, Sun S, Carlbring P, Torous J. Selecting and describing control conditions in mobile health randomized
controlled trials: a proposed typology. NPJ Digit Med. Sep 30, 2023;6(1):181. [FREE Full text] [doi:
10.1038/s41746-023-00923-7] [Medline: 37775522]

103. Shiyab W, Ferguson C, Rolls K, Halcomb E. Solutions to address low response rates in online surveys. Eur J Cardiovasc
Nurs. May 25, 2023;22(4):441-444. [doi: 10.1093/eurjcn/zvad030] [Medline: 36827086]

104. Daikeler J, Bo'njak M, Lozar MK. Web versus other survey modes: an updated and extended meta-analysis comparing
response rates. J Surv Stat Methodol. 2019;8(3):513-539. [doi: 10.1093/jssam/smz008]

105. Triantafyllidis A, Kondylakis H, Votis K, Tzovaras D, Maglaveras N, Rahimi K. Features, outcomes, and challenges in
mobile health interventions for patients living with chronic diseases: a review of systematic reviews. Int J Med Inform.
Dec 2019;132:103984. [doi: 10.1016/j.ijmedinf.2019.103984] [Medline: 31605884]

106. Sieverink F, Kelders SM, van Gemert-Pijnen JE. Clarifying the concept of adherence to eHealth technology: systematic
review on when usage becomes adherence. J Med Internet Res. Dec 06, 2017;19(12):e402. [FREE Full text] [doi:
10.2196/jmir.8578] [Medline: 29212630]

107. Vitolins MZ, Rand CS, Rapp SR, Ribisl PM, Sevick MA. Measuring adherence to behavioral and medical interventions.
Control Clin Trials. Oct 2000;21(5):S188-S194. [doi: 10.1016/S0197-2456(00)00077-5]

108. Dodd S, White IR, Williamson P. Nonadherence to treatment protocol in published randomised controlled trials: a review.
Trials. Jun 18, 2012;13(1):84. [FREE Full text] [doi: 10.1186/1745-6215-13-84] [Medline: 22709676]

109. Stephani V, Opoku D, Quentin W. A systematic review of randomized controlled trials of mHealth interventions against
non-communicable diseases in developing countries. BMC Public Health. Jul 15, 2016;16:572. [FREE Full text] [doi:
10.1186/s12889-016-3226-3] [Medline: 27417513]

110. Rhon DI, Fritz JM, Kerns RD, McGeary DD, Coleman BC, Farrokhi S, et al. TIDieR-telehealth: precision in reporting of
telehealth interventions used in clinical trials - unique considerations for the Template for the Intervention Description and
Replication (TIDieR) checklist. BMC Med Res Methodol. Jun 02, 2022;22(1):161. [FREE Full text] [doi:
10.1186/s12874-022-01640-7] [Medline: 35655144]

111. Dao KP, De Cocker K, Tong HL, Kocaballi AB, Chow C, Laranjo L. Smartphone-delivered ecological momentary
interventions based on ecological momentary assessments to promote health behaviors: systematic review and adapted
checklist for reporting ecological momentary assessment and intervention studies. JMIR Mhealth Uhealth. Nov 19,
2021;9(11):e22890. [FREE Full text] [doi: 10.2196/22890] [Medline: 34806995]

112. Baker TB, Gustafson DH, Shaw B, Hawkins R, Pingree S, Roberts L, et al. Relevance of CONSORT reporting criteria for
research on eHealth interventions. Patient Educ Couns. Dec 2010;81 Suppl:S77-S86. [FREE Full text] [doi:
10.1016/j.pec.2010.07.040] [Medline: 20843621]

113. Stoyanov SR, Hides L, Kavanagh DJ, Zelenko O, Tjondronegoro D, Mani M. Mobile app rating scale: a new tool for
assessing the quality of health mobile apps. JMIR Mhealth Uhealth. Mar 11, 2015;3(1):e27. [FREE Full text] [doi:
10.2196/mhealth.3422] [Medline: 25760773]

114. Agarwal S, LeFevre AE, Lee J, L'Engle K, Mehl G, Sinha C, et al. WHO mHealth Technical Evidence Review Group.
Guidelines for reporting of health interventions using mobile phones: mobile health (mHealth) evidence reporting and
assessment (mERA) checklist. BMJ. Mar 17, 2016;352:i1174. [doi: 10.1136/bmj.i1174] [Medline: 26988021]

Abbreviations
CONSORT-EHEALTH: Consolidated Standards of Reporting Trials of Electronic and Mobile Health Applications
and Online Telehealth
EQUATOR: Enhancing the Quality and Transparency of Health Research
mHealth: mobile health
RCT: randomized controlled trial

J Med Internet Res 2024 | vol. 26 | e53187 | p. 22https://www.jmir.org/2024/1/e53187
(page number not for citation purposes)

Lopez-Alcalde et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://trialsjournal.biomedcentral.com/articles/10.1186/s13063-020-4084-y
http://dx.doi.org/10.1186/s13063-020-4084-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32033614&dopt=Abstract
https://hbr.org/2017/09/the-surprising-power-of-online-experiments
https://hbr.org/2017/09/the-surprising-power-of-online-experiments
https://www.jmir.org/2021/4/e16651/
http://dx.doi.org/10.2196/16651
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33835035&dopt=Abstract
https://doi.org/10.1038/s41746-019-0184-z
http://dx.doi.org/10.1038/s41746-019-0184-z
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31701021&dopt=Abstract
https://doi.org/10.1038/s41746-023-00923-7
http://dx.doi.org/10.1038/s41746-023-00923-7
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37775522&dopt=Abstract
http://dx.doi.org/10.1093/eurjcn/zvad030
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36827086&dopt=Abstract
http://dx.doi.org/10.1093/jssam/smz008
http://dx.doi.org/10.1016/j.ijmedinf.2019.103984
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31605884&dopt=Abstract
https://www.jmir.org/2017/12/e402/
http://dx.doi.org/10.2196/jmir.8578
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29212630&dopt=Abstract
http://dx.doi.org/10.1016/S0197-2456(00)00077-5
https://trialsjournal.biomedcentral.com/articles/10.1186/1745-6215-13-84
http://dx.doi.org/10.1186/1745-6215-13-84
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22709676&dopt=Abstract
https://bmcpublichealth.biomedcentral.com/articles/10.1186/s12889-016-3226-3
http://dx.doi.org/10.1186/s12889-016-3226-3
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27417513&dopt=Abstract
https://bmcmedresmethodol.biomedcentral.com/articles/10.1186/s12874-022-01640-7
http://dx.doi.org/10.1186/s12874-022-01640-7
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35655144&dopt=Abstract
https://mhealth.jmir.org/2021/11/e22890/
http://dx.doi.org/10.2196/22890
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34806995&dopt=Abstract
https://europepmc.org/abstract/MED/20843621
http://dx.doi.org/10.1016/j.pec.2010.07.040
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20843621&dopt=Abstract
https://mhealth.jmir.org/2015/1/e27/
http://dx.doi.org/10.2196/mhealth.3422
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25760773&dopt=Abstract
http://dx.doi.org/10.1136/bmj.i1174
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26988021&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


Edited by N Cahill; submitted 29.09.23; peer-reviewed by Y Guo, D Liu; comments to author 26.01.24; revised version received
18.04.24; accepted 21.10.24; published 19.12.24

Please cite as:
Lopez-Alcalde J, Wieland LS, Yan Y, Barth J, Khami MR, Shivalli S, Lokker C, Rai HK, Macharia P, Yun S, Lang E, Bwanika Naggirinya
A, Campos-Asensio C, Ahmadian L, Witt CM
Methodological Challenges in Randomized Controlled Trials of mHealth Interventions: Cross-Sectional Survey Study and
Consensus-Based Recommendations
J Med Internet Res 2024;26:e53187
URL: https://www.jmir.org/2024/1/e53187
doi: 10.2196/53187
PMID:

©Jesus Lopez-Alcalde, L Susan Wieland, Yuqian Yan, Jürgen Barth, Mohammad Reza Khami, Siddharudha Shivalli, Cynthia
Lokker, Harleen Kaur Rai, Paul Macharia, Sergi Yun, Elvira Lang, Agnes Bwanika Naggirinya, Concepción Campos-Asensio,
Leila Ahmadian, Claudia M Witt. Originally published in the Journal of Medical Internet Research (https://www.jmir.org),
19.12.2024. This is an open-access article distributed under the terms of the Creative Commons Attribution License
(https://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and reproduction in any medium,
provided the original work, first published in the Journal of Medical Internet Research (ISSN 1438-8871), is properly cited. The
complete bibliographic information, a link to the original publication on https://www.jmir.org/, as well as this copyright and
license information must be included.

J Med Internet Res 2024 | vol. 26 | e53187 | p. 23https://www.jmir.org/2024/1/e53187
(page number not for citation purposes)

Lopez-Alcalde et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://www.jmir.org/2024/1/e53187
http://dx.doi.org/10.2196/53187
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

